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MO DAU

1. GIOI THIEU

Ngay nay, viéc ngudi so hitu dir liéu (DO) trién khai CSDL n6i chung va CSDLQH néi riéng trén nén
tang ha tang thué ngoai (CS) ngay cang phd bién. Tuy nhién mot van dé dugc dat ra 1a 1am sao dé CSDL thué
ngoai dam bao dugc an toan, ngin cim viéc khai thac thong tin bat hop phép ciia cac td chirc/ca nhan khong
c6 tham quyén, ké ca nha cung cip dich vu (DSP). R3 rang ngoai viéc DO cin c6 thém cac didu khoan hop
dong chat ché hon vé an ninh dir liéu vai DSP va ting cuong cac 16p bao mat cho duong truyén, may chi, hé
diéu hanh, hé quan tri CSDL thi viéc xay dung cac bién phap chu dong che giau noi dung dir liéu nhay cam
(bang phuwong phap ma hoa) trong tat ca cac khau: luu trir, giri nhan va khai thac dir liéu sao cho thong tin chira
trong dit liéu ludn an toan trén may chii va dudng truyén 1a vo ciing quan trong. Khi dir liéu ma hoa dugc luu
trén CSDL thué ngoai, déng nghia CSDL nay s€ khong dugc tdn tai cac khoa hodc metadata dé phuc vu qua
trinh mé hoa, giai ma hoac truy xuit théng tin. Do d6 moi yéu cau truy van trén dit lidu rd tir ngudi dung phai
dugc chuyén d6i thanh cac 1énh truy van trén dir liéu ma hoa va gui téi CSDL thué ngoai dé thuc thi. Tuy
nhién dit liéu nhay cam (dang so, ky tu, logic, ...) sau khi ma hoa bdi cac thuat toan mat ma tiéu chuén nhu
AES, DES, ... s€ khong con gilt dugc cac tinh chit von ¢6 ban dau nhu: thi tu, so sanh, tinh toan sd hoc, théng
ké,... Vi vay bai toan truy van hiéu qua trén dit liéu ma (dic biét 13 truy van trén CSDLQH m3 hoa thué ngoai)
c6 tinh cp thiét va dugc quan tim dic biét trong nhitng nim gan day.

2. MUC TIEU CUA LUAN AN

Muc tiéu chung: D& xuit cac md hinh, luoc d6 va thuat toan truy Van hiéu qua vai hai dang thirc dir
liéu pho bién néu trén theo cac chudi diéu kién truy van hay duoc sir dung trong CSDLQH mi hoé thué ngoai.

Muc tiéu cu thé:

- Nghién ctru 4p dung mo hinh DAS-PROXY trong trién khai cac luoc d6 ma hoa ddi xtng c6 thé tim
kiém (SSE) dya trén chi muc mu.

- Nghién ctru cac kién thire lién quan vé CSDL quan hé, ciu trac dit liéu B+Tree, bd loc Bloom, ... phuc
vu xay dung cac chi muc mu va thuat toan truy van hiédu qua.

- P& xuit cac lugc d6 SSE méi dya vao chi muc mu cho phép truy van hiéu qua dit lidu dang sé va ky
tu trén CSDL quan hé mi héa thué ngoai theo cac diéu kién truy vain thuong dugc nguoi ding yéu cau.

- Thuc nghiém va phan tich tinh hiéu qua cua céac luge dd SSE di d& xuét, trong d6 tap trung chinh vao
cac khia canh 1a danh gia bao mat va hiéu ning thuc thi truy van cua cac luoc dd cling nhu tinh kha thi trién
khai lugc do truy van.

- So sanh higu qua vdi cac cong trinh nghién ctru lién quan ndi bat trude do.

3. PHUONG PHAP NGHIEN CUU

Hé thdng danh muc cong trinh nghién ciru tiéu biéu lién quan dén dé tai. Tir d6 phan tich chi ra cac ton
tai nham xac dinh dugc dbi twong, pham vi chi tiét, muc tiéu va ndi dung nghién ctru cu thé cua luan an.

Phat trién cac phuong phap giai quyét bai toan dua trén cac dé xuét cu trac dit lisu méi két hop véi
lya chon 4p dung cac diém manh tir nhirng nghién ctru trude do: Xay dung co sé dan ludn va y tuéng giai
quyét bai toan, sau d6 hién thuc theo thir tyu: lya chon md hinh trién khai va dé xuit thiét ké cua luoc do, xay
dung céc cdu trac dit liéu, quy trinh truy van va thuat toan lién quan.

Lya chon CSDL va cac kich ban, chi s6 do luong phut hop dé thyc nghiém va phan tich dénh gia hiéu

qua cua luge dd d& xuat. Cudi cing 1a so sanh sy hidu qua véi cac nghién ctru lién quan trude do.



4. CAC PONG GOP CUA LUAN AN

Luan 4n c6 hai dong gop chinh 1a dé xuét hai luoc do SSE tuong (ng hd trg truy van hiéu qua chudi con
trén dir liéu ky tu va truy van khoang trén dir liéu s6 trong CSDLQH mi hoa. Ap dung nhat quan mo hinh
DAS-PROXY trong trién khai hai lugc d6 da dé xuat, mang lai tinh kha thi va tiém ning cao trong (ng dung
thuc tién. Tinh hiéu qua thé hién qua kha ning dam bao cac tidu chi vé bao mat, hiéu nang va tinh kha thi trién
khai cua cac luge dd. Cu thé:

1) PBé xuat xay dung lugc dé DIQ-SSE dua trén chi muc mu hd trg truy van chudi con hiéu qua trén di
. biém

1ALl

liéu ky tu trong CSDLQH mi hoa khi ngudi ding yéu cau chudi diéu kién "LIKE "% substring %
ndi bat ctia dong gop nay 1a xdy dung quy trinh truy van tuan ty trén hai chi muc mu Index1, Index2 va sir
dung mot s6 cau tric dit liéu méi trong xay dung Index1, Index2.

2) Bé xuat xay dung lugc d¢6 ESIT-SSE dua trén chi muc mu hd tro truy vin khoang hiéu qua trén dir
liéu s6 trong CSDLQH ma hoa khi duge ngudi ding yéu cau chudi diéu kién "BETWEEN [ and h". Biém noi
bat ciia dong gop nay 1a dua ra quy trinh xay dung chi muc mu qua hai buéc, gom: Budc 1. Xay dung chi muc
NewBucketIndex; Budc 2. Bién d6i NewBucketIndex vé vector gidu tin IHV cho phép che gidu thong tin thir
tu cac chi muc.

5. BO CUC CUA LUAN AN

Chuong 1. Téng quan vé ma ho c6 thé tim kiém va van dé nghién ctiu

Trong chuong 1, luan an tap trung gidi thiéu vé luoc dd ma hod c6 thé tim kiém, phan loai cac luge db,
cac k¥ thuat to chirc ma hoa - phuong thirc tim kiém trong xay dung luoc d6, mé hinh DAS-PROXY va tinh
hinh nghién ctru lién quan téi dé tai luan an. Tir d6 néu cac nhan xét, binh ludn, chi ra cac khoang tréng nghién
ctru va két luan cac van dé can giai quyét trong luan an. Trong chuong nay ciing trinh bay mét sé kién thuc co
s& phuc vu cho cac ndi dung sé trinh bay tai chwong 2, 3.

Chwong 2. Phat trién phwong phap truy van chudi con higu qua trén dir liéu ky tw trong CSDLQH
ma hoa

Trong chwong 2, luan an tap trung dé xuat xay dung luoc d6 DIQ-SSE va trién khai trén mo hinh DAS-
PROXY cho phép truy van chudi con hiéu qua trong CSDLQH ma hoa thué ngoai thong qua chudi didu kién
“LIKE '% substring %'”. Trong d6 diém nhan 1 xay dung cip chi muc mu dic biét, cac thuét toan lién quan
cung quy trinh truy van hiéu qua cho luge d6. Chuong 2 ciing danh mot phan 16n ndi dung dé phan tich bao
mat, thuc nghiém danh gia hiéu ning, d6 phic tap tim kiém dé khang dinh tinh hiéu qua cia lugc do DIQ-
SSE.

Chuwong 3. Phat trién phwong phap truy van khoang higu qua trén dir li¢u s6 trong CSDLQH mi
hoa

Trong chuong 3, ludn 4n tap trung d& xuat xay dung lugc dd ESIT-SSE va trién khai trén mé hinh DAS-
PROXY cho phép truy van khoang hiéu qua trong CSDLQH m3 hoé thué ngoai thong qua chudi diéu kién
"BETWEEN | and h". Trong tAm ctia qua trinh nay 1a k§y thuat phan khoang dir li¢u s6 va cac phuong phap
bién d6i cho phép tao ra mot chi muc dic biét (con goi 1a vector giau tin IHV) cung cap kha ning so sanh an
toan nhung khong tiét 16 ndi dung va thir ty chi muc. Tiép theo dé xuat cau trac dit liéu IHV_B*Tree va thuat
toan tim kiém cho phép ting tdc truy vin khoang. Cudi chuong tap trung 1am rd tinh hiéu qua cua luoc dd
ESIT-SSE thong qua cac thuc nghiém danh gia hiéu ning, do phic tap tim kiém va phan tich bao mat.
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CHUONG 1. TONG QUAN VE MA HOA CO THE TiM KIEM VA VAN PE NGHIEN CUU

1.1. TONG QUAN VE MA HOA CO THE TiM KIEM (SE)

Véi cac thach thuc cua bai todn ma hoa co thé tim kiém khi duoc trién khai tai cac ha ting thué ngoai,
cac nha nghién ciru da cho ra doi mot linh vuc mai 1a “Ma hoa co thé tim kiém (sau ddy goi 1a SE)”, 1a sy két
hop dac biét gitra cac nghién ciru V& bao mat, truy Xuét thong tin va giai thuat tim kiém (xem Hinh 1.1). Bang
1.1 chi thong ké mot s6 hudng va cong trinh nghién ctru tiéu biéu trong linh vic SE theo dong thoi gian.

Truy xuat théng tin

SE

Mat ma Thuat toan

Hinh 1.1. Cac linh vyc li€n quan trong SE
Bang 1.1. Mot s6 hudng nghién ciru trong SE theo thoi gian

Nim | Huéng nghién ciru tiéu biéu trong SE
2000 | M3 hoa ddi ximg co thé tim kiém
2003 | Chi muc mi hoa cé thé tim kiém
2004 | M4 hoa cong khai ¢o thé tim kiem
2008 | Tim ki€m da tur khoa va tim kiém lién hop céc tir khda
2010 | Tim kiem tir khoa don c6 xep hang
Tim kiem mo
2011 | Tim kiém da tir khoa c6 xeép hang
2013 | Tim kiém dya trén tr khoa dong nghia
Tim kiém dua trén nglr nghia cua tir khoa
2014 | Giai phap SE dua trén phan cung
2015- | Chi muc tim kiém thich tng; Tim kiém chudi con; Truy van dit liéu ma dua trén
2023 | chia sé thong tin bi mat; Ma héa dong hinh; ...

1.2. TRIEN KHAI LUQC PO SE TREN MO HINH DAS

1.2.1. M6 hinh DAS

DAS 14 mot md hinh cung cap CSDL nhu mét dich vy, mang téi kha nang quan 1y dit liéu tir xa dbi véi
CSDL néi chung va cho phép trién khai hiéu qua cac luge dd SE trén CSDLQH ma noi riéng. Vé co ban DAS

gom 3 dbi tugng 1a DO, EU va CS. Hinh 1.2 mé ta mbi quan hé van hanh giita ba ddi tuong nay.

Cs

Cép nhit div e
liéu 1én CS \ Yéu cau tim kiem
Dit liéu trd vé
E o

Uy quyén/Phén quyén
DO

Hinh 1.2. M6 hinh DAS
1.2.2. Ap dung mé hinh DAS vao trién khai lwec d6 SE
Pé dam bao nhiém vu cua cac d6i tugng trong md hinh DAS, lugc dd SE can duoc thiét ké tir 5 thanh
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phan/thuat toan 1a: KeyGen, BuildIndex, Trapdoor, Search, Decrypt.

1.3. TRIEN KHAI LUQC PO SE TREN MO HINH DAS-PROXY

Dé khic phuc cac ton tai cia DAS, y tuong str dung mot may chi trung gian tin cay (Proxy) dé quan ly
tat ca dit liéu bi mat va thyc thi cac nghiép vu ma DO uy quyén da duoc dé xuét trong nhidu nghién ctu. Trong
luan 4n nay, may chi Proxy duoc van dung dua vao trong mé hinh DAS (goi 1a mé hinh DAS-PROXY) dé
trién khai thong nhat cho cac lugc d6 SE dé xuét tai chwong 2 va 3. PROXY thé hién vai trd 16p trung gian tin
cdy gitra EU va CS. Moi cong viéc can dén tinh riéng tu nhu: sinh khoa, quan 1y khéa, tao chi muyc, bién doi
truy van, ma hoa, giai ma hay phan quyén, xac thuc ngudi ding déu dugc tich hop tai PROXY.

1.4. PHAN LOAI LUQC PO SE

C6 nhiéu cach tiép can khac nhau trong viéc phan loai cac luoc d6 SE, trong d¢6 Hinh 1.6 tong hop va

trinh bay phan loai cac luge dd SE theo goc nhin vé “ky thuat to chirc ma hoa” va “phuong thirc tim kiém”.

Phin loai hroe d6 SE

theo hai nhém
[
K# thuit té chnkc m3 haa ‘ Phirong thirc tim kigm
' !

» WA hoa d6i xing cb thé tim ¥ Tim kiém tir khéa don

kiém + Tim kiém lién hop da ti¥ khéa
* M3 hoa cong khai c6 thé tim v" Tim kiém phi lién hop da tir

kiém khda )
¥ Chi muc mi haa co thé tim ¥ Tim kiem mé, dong nghia,

kiém ngi* nghia )
¥ MA hoa bao toan thir tr ¥ Tim kiém tir khoa cd xép hang
+ W& hoa dbng hinh ¥ Tim kiém chudi con
+ Ham bim mit m3 + Truy vin khoing
¥" B nhd ling quén

Hinh 1.6. Phan loai lugc d6 SE

1.5. MQT SO KY THUAT TO CHU'C MA HOA TRONG THIET KE LUQC PO SE

1.5.1. Lwoc dd ma hoa ddi ximg c6 thé tim kiém (SSE)

Trong luge dd mi hoa ddi ximg co thé tim kiém (hay con goi 12 SSE), cac tai liéu/ban ghi dit liéu duoc
mé hoa biang cach st dung cac khoa dbi ximg riéng tu gitta DO va EU. Sir dung khoa d6i xung két hop cing
cac thuat toan dic biét, DO ma héa tai liéu cing va&i chi muc va giri ching dén CS, sau d6 EU c6 thé truy cap
dit liéu dugc ma hoa bang cach tao cira sap (Trapdoor) cho may chit ¢ddm may. CS thuc hién tim kiém trén dit
liu dugc ma hoa dua trén thong tin tir cira Sap va giri két qua téi EU, sau do, két qua thu dugc co thé duoc
giai mi bang cach sir dung khoa dbi xtng.

1.5.2. Lwoc dd ma hoa cong khai ¢6 thé tim kiém (PKSE)

Céc luge d6 ma hoa cong khai c6 thé tim kiém (PKSE) str dung cap khoa cong khai va khoa riéng dé
ma hoa va giai mi. Trong luge d6 PKSE, DO ma hoa tai liéu cung véi chi muc tai liéu bang khoa cong khai
ctia EU va luu trit 1én CS. Khi d6 EU c6 thé st dung khod bi mat dé tao cira sap (Trapdoor) va yéu cau truy
van trén CS, sau d6 giai ma két qua tra vé boi CS.

1.5.3. Lugc do ma hoa c6 thé tim kiém dwa trén chi muc

Mot trong cac huéng tiép can hiéu qua véi cac luge d6 SSE va PKSE 1a giai phap thay thé ban ma hd
trg tim kiém bang chi myc ma hoa hd tro tim kiém (con goi 1a chi myc mit). Chi myc mu c6 vu diém khong
thé giai ma, c6 tinh bao mat cao va cho phép két hop vai cac cau tric dir liéu nham ting téc do ciing nhur hd
trg da dang cac phuong thuc truy van tir nguoi dung.

1.6. MOT SO PHUONG THU'C TIM KIEM TRONG CAC LUQC PO SE



1.6.1. Tim kiém tir khéa don chinh xic

Lugc d6 SE hd tro tim kiém tir khoa don cho phép EU chi dua mét tir khoa vao dé truy van va tra vé cac
tai liéu c6 chua tir khoa nay. Cac luge dd thuong sir dung danh sach cac tir khoa hay dugc yéu cau truy van dé
xay dung thanh cac bang chi muc hd tro tim kiém (st dung ciu triic chi myc chuyén tiép hoic dao nguoc).

1.6.2. Tim kiém da tir khéa chinh xic

- Tim kiém lién hop da tir khéa: cho phép EU dua ra yéu cau tim kiém nhiéu tir khoa ddng thoi, khi do
diéu kién truy van duoc biéu thi qua chudi lién hop cia cac tir khéa Q = {kw, and kw, and - - - and kw,}
va két qua tra vé 1a nhitng tai lidu/ban ghi ¢ chira cac tir khoa trong chudi nay.

- Tim kiém phi lién hop da tir khoa: cho phép truy xuat cac tai liéu chira tat ca hoac mot tap hop con cac
tir khoa tim kiém.

1.6.3. Tim kiém tir khéa gan ding

- Tim kiém mo: cho phép tim kiém véi cac tir khoa cé sai xot nho vé chinh ta.

- Tim kiém duya vao tir dong nghia: cho phép tim kiém khi EU nhap tir khéa c6 nghia twong tu voi tir
khéa chuan trong tir dién.

- Tim kiém dwa vao ngit nghia: cho phép tim kiém cac ban ghi c6 chira nhitng tir khéa c6 mdi quan hé
ngir nghia voi tir khéa ma EU yéu cau.

1.6.4. Tim kiém chudi con

Tim kiém chudi con trén CSDLQH ma lai 1a mot van dé phuc tap, khé thuc hién va it nghién ctru hon
S0 véi tim kiém tir khoa. C6 hai hudng tiép can dé giai quyét bai toan nay la: phan tich chudi con thanh tap cac
tir khod va tan dung cac luge dd SE tim kiém theo tir khoa dé tim kiém hoac thiét ké cac lugce dd SE véi chirc
nang tim kiém chudi con chuyén biét dé thyuc hién

1.6.5. Tim kiém khoang

Tim kiém khoang ciing 1a yéu cau pho bién caa EU ddi véi truy xuat théng tin trong CSDLQH ma vi
day 1a dang thtic truy van téng quat, bao ham day du so sanh bang, 16n hon, nhoé hon trén dir liéu s. Vé co ban
cac lwoc d6 SE hd tro truy van khoang trén dir liéu s6 ma héa déu st dung chi myc mu.

1.7. CAC YEU CAU POI VOI LUQC PO MA HOA CO THE TiM KIEM

Yéu cau SE hudng toi 13 su can bang cua 4 yéu té: “Bao mat”, “Hiéu nang”, “Kha thi trién khai” va “Pa
dang kha ning truy van”. Trong thuc té, hoan toan ta c6 thé ting kha ning bao mat 1én cao tuy nhién né lai
lam giam hiéu ning ciing nhu kha nang da dang thuc thi cac 1énh truy van va nguoc lai. Cac tiéu chi danh gia
yéu t6 bao mat gdm: Tinh riéng tu cia tai liéu/ban ghi rd; Tinh riéng tu ctia chi muc; Tinh riéng tu ciia mau
truy van; Tinh riéng tu ciia mau truy cap; Tinh riéng tu ciia ctra sap. Céc tiéu chi danh gia yéu té hiéu ning
gom: Chi phi m3 hoa va xay dung chi muc; Chi phi truy van; Chi phi truyén dir liéu; Chi phi luu tri.

1.8. CAC MO HINH BAO MAT CUA LUQC PO SE

Cho t6i nay, mé hinh bao mét thich tng IND-CKA2 dugc danh gia 1a manh m& nhét va 1a tiéu chuén
cho cac lugc d6 SSE. Pay 1a mot bién thé cua IND-CKAL, trong d6 ké gian c6 thé sir dung thong tin ciia cac
truy van trude do (tic 1a két qua va cira sap) dé tao ra cac truy van méi dé c6 duoc cai nhin siu sac Ve cac tai
liéu va chi myc duge ma hoa (ma khong cé gia dinh ring tat ca cac truy van dugc thuc hién cting mot lic).

1.9. TINH HINH NGHIEN CU'U LIEN QUAN TOI PE TAI LUAN AN

1.9.1. Tinh hinh nghién cttu vé truy van trén dit liéu ky tw mi héa

Phan 16n cac nghién ctru lién quan tdi truy vén trén dit liéu ky tu ma hoa tap trung chinh vao ky thuat
tim kiém theo tir khoa. Tuy nhién, thyc té nguoi dung lai c6 xu hudng gé chudi con bat ky dé tim kiém dir ligu
trén cac hop tim kiém, email hay tra ciru ndi dung tai liéu, .... Tim kiém chudi con bao gém mét sb dang thirc
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phd bién: tim kiém tién t4, hau t va tim kiém chudi con do dai bat ky trén dit liéu ma. Cac cong trinh tiéu biéu
vé tim kiém chudi con trén dit liéu ma dugc trich dan va phan tich trong luan an da chi ra mot sb ton tai, kho
khan trong van e chi phi luu tri cao (hau hét co
ON)) , chua c¢6 sy can bang gita hiéu ning tim kiém (chi phi ¢&
O (Lgyupser + 0cc) dén O(lsypstr> + 0cc) trén mdi vin ban/ban ghi) va bao mat thong tin (ro ri thong tin tir
chi muc, mau truy van, ...). Cac nghién ctru phoi bay van dé danh doi giira hiéu nang va bao mat, tao ra thach
thirc vé tinh kha thi trong trién khai thuc tién. Vi vay, mot trong cac ndi dung quan trong dugc tap trung nghién
clru va trinh bay trong luén 4n nay la d& xuit phuong phép truy van chudi con hiéu qua trén dit liéu ky tw ma
hoa trong CSDLQH m, tinh hi¢u qua duoc tap trung thé hién thong qua cac tiéu chi 1a: mo hinh trién khai kha
thi, dam bao cén bang hiéu ning truy vin va bao mat thong tin cua luoc d6 tim kiém.

1.9.2. Tinh hinh nghién citu vé truy vén trén dir liéu s6 mi héa

Céc giai phap truy van khoang thuong ton tai cac van dé nhu: i) dé dam bao nang cao tinh bao mat thi
lai danh ddi bai chi phi tinh toan va tim kiém qua 16n hodc ii) chap nhan ro ri qua nhiéu thong tin ban 1o dé
tang hiéu nang tinh toan hodc iii) cho phép két qua truy van du thira qua nhiéu dit liéu nham han ché 16 thong
tin ban rd. Cu thé xét hai hudng tiép can chinh trong xir Iy truy van khoang trén dit liéu s6 dé thiy cac uu
nhuogc diém nhu sau:

- Huéng thir nhét tan dung cac lugce d6 tim kiém theo tir khoa dé phuc vu truy xuat thong tin roi rac vé
cac phan tir hodc khoang con nam trong khoang can truy van. Tuy nhién, viéc phan ra khoang truy van thanh
cac dbi tuong nho hon 1a phirc tap, khong mang tinh tong quat va khong dap Gng tot trong truong hop xuat
hién cac yéu cau truy van khoang mai chua timng dugc thdng ké. Hé qua quan trong nhit 1a gy ting chi phi
tim kiém do phai thyc hién nhiéu lan khi tim kiém tir khoa twong ing Véi cac gi tri s6/khoang con ma né dai
dién. Pé cai thién hiéu ning, cac nghién ctru theo hudng nay tich hop cac cau trac dit liéu lién quan (cdy nhi
phan, bd loc Bloom, ...) nhiam xay dung 1én cac chi muc hd trg tim kiém hiéu qua, tuy nhién cac ciu triic nay
con ton tai cac van dé vé ro ri thong tin ban 3.

- Huéng thir hai str dung céc ky thuat to chire ma hoa cho phép bién doi tryuc tiép cac gia tri s6 vé dang
chi muc hd tro cac phép so sanh. Uu diém chung cua cac ki thuat nay 1a tao ra cac chi muc hd tro trién khai
truy van dir liéu sb thuan loi, tuy nhién ton tai mot s6 van dé& nhu: bao toan thir tw gy ro ri thong tin ban rd
(giai phap OPE), két qua tra vé ton tai ban ghi du thira (giai phap Bucket), chi phi x4y dung chi muc va tim
kiém trén chi muc cao (giai phap FHE).

1.10. KET LUAN CHUONG 1

Chuong 1 d4 tong quan birc tranh ma hoa c6 thé tim kiém (SE), md hinh DAS-PROXY, cac ki thuat to
chirc mé ho4 ciing nhirng phuong thire tim kiém phd bién trong SE va tinh hinh nghién ciru lién quan toi dé tai
luan an. D6 1a co s¢ dé rat ra cic nhan xét quan trong sau ddy nham dinh hudng ndi dung nghién ciru & cac
chuong tiép theo, cu thé:

- Nhan xét 1.1: Chon lugc dd SSE xay dyng trén chi myc mu va trién khai luge d6 trén mé hinh DAS-
PROXY la giai phap cho dé tai luan an.

- Nhan xét 1.2: Pé xuat phuong phap truy van chudi con hi¢u qua trén dir liéu ky tw ma hoa trong
CSDLQH mi 12 muc tiéu thir nhat can giai quyét cua luan an.

- Nhan xét 1.3: D& xuat phuong phap truy van khoang hiéu qua trén dix liéu sé ma hoa trong CSDLQH
mé 1a myc tiéu tha hai can giai quyét caa ludn an.

- Tinh hi¢u qua dwoc nhan manh & kha nang chdng ro ri thong tin va hiéu ning thyc thi truy van cta cac
luge d6 dé xuat.



CHUONG 2. GIAI PHAP TiCH HQP DU LIEU TRONG DU POAN PAP UNG PON THUOC

2.1. PAT BAI TOAN VA DAN LUAN Y TUONG THUC HIEN
Quan hé R(ID, X1, X,,...X;, ...X,,) 6 s6 lwong ban ghi 16n vai X, 1a truong dir liéu ky tu rd nhay cam,

quan hé¢ ma RE(ID, X,, X,,... XE, ... X,)) luu trén ddm mAy twong tng véi quan hé R véi XE 1a truong dir liéu

mé twong tng cua X,. Cho mot chudi ky tu con A} bat ky, yéu cau: Truy van trén trudng dir liéu XF caa quan

hé RE dé tim ra chinh xac, hiéu qua nhitng ban ghi c6 chua AL.
Lya chon lugc do SSE thiét ké duya trén chi muc mu trién khai trén mo hinh DAS-PROXY, gitp ting
cuong tinh kha thi trién khai, ting téc truy van va ké thira tinh bao mat duoc dam bao theo mé hinh IND-

CKAZ2. Sir dung phwong phap tim kiém tir khoa chinh xac v&i hiéu ning cao dé loc bét dir ligu ma khong thoa

mén, sau d6 mai thuc hién truy vin chudi con bing céc thuat toan dac biét trén pham vi két qua nho hon.
2.2. PE XUAT LUQC PO VA MO HINH TRIEN KHAI TRUY VAN CHUOI CON TREN

CSDLQH MA

Pé xuat lwoc dd DIQ-SSE hd tro truy van chudi con hiéu qua (Hinh 2.1) véi 5 giai doan:

GenSecretMetadata(4); BuildDoubleIndex; TranslateQuery; Searchindex; Decrypt .
|

IClient Site {(EU)

N l . 5 15
| piaskaieoysh oy ey e 'lhm’-/Sll_ra/Xna _________________ Yéuddutruyvan~ T T T T Tra vé két qua truy van chinh xac” —
I e (e | R b [ e
| | GD2 | GP1. v - A I
| : BuildDoublelndex | GenSecretMetadata [ Céu [é_‘nh SQL rd I :[-i:__ a == :
: | : / ¢ 1_4 R| Dit liéu gidi m3, phuc ||
| 1| M&hdad liéu ‘v" I GD3. TranslateQuery ] Il vatruy vanlainéucd |
| | | [ Ix_ﬁ_//|
I : [ | -MetaData : 4 |
| Proxy (DO) | 3 Keys o __é___'___‘l , 13 :
| oz . (e 3 [ 1 |
B e H e | [T L .
| -Index € b o di ! E |
| I \ || chay dugc saia | I
| 1 -Index 2 | \ 1| trén dit lidu (A”eUfD_)A L GES. Decrypt Data | |
1 \ = ¥ trén div liéu |
[ ! ' m# Meacis | !
| | | | gidimd | | |
| b o o I e e e i B2 L F— I
I 12
s et - i J
Luu trii diF liéu ma va cac chimuc lén S Giri lénh truy van trén di liéu ma lén CS
e e e el T """""""""""""""""""""""""""""""""""""""""""
| Server Site (CS) 7
| Y
| i r—— - T T T777 |
: CSDLQHfhue Pha 1: Truy van trén Ig
| eSS Index 1 I
[ — l I
9 ' [ 1
[ T X I — =
| F oo s e 10 | Pha 2: Truy van trén 5
| }ihgutnvesau Phal T Index 2 s
| = fia
I - e

Hinh 2.1. Trién khai lugc d6 DIQ-SSE trén mo hinh DAS-PROXY
2.3. XAY DUNG CAP CHIi MUC HO TRQ TiM KIEM

2.3.1. Xay dung chi muc Index1

Pinh nghia 2.1. Cho A = {a;, a,, ...,a, } 1a tap cac ky tu phan biét dé tao nén cac chudi rd va Ag =

€1Cy ... C, 12 MOt chudi dugc tao bdi cac ky ty trong tap A (z,v = 1; ¢; €EAvéil <i<wv). Tap A% goi la

tap cac cip ky tu két ndi theo khoang cach u (0 < u < v) trén chudi A, duoc dinh nghia nhu sau:

FirstCharater SingleCharater PairCharater LastCharater
Al = A% U A U A¥ U A¥

uFirstCharater __ . auSingleCharater __ . aulastCharater
{AS - {Clll*}r AS - {Ci}' AS

trong do:

={*]|lc,, voil<i<v
{xlley}

AuPaircharater — (e |j—i—1]|¢)}véil< i< j< vva0<j—i-1<u (2.1)
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Pinh nghia 2.2. Cho A 1a tap cac cip ky tu két ndi theo khoang cach u trén chudi ky tu A,. Goi DAY =
{DW,,DW,, ..., DW;} 1a tap cac cip ky tu két ndi phan biét theo khoang cach u trén A; néu DAY chi chira I
phan tir phan biét cua AY.

Thuat toan 2.1: BuildIndex1
Input
Ag = ciC; ... C,: chubi ky tu 6 nhay cam can xay dung chi muc Index1;
ID: gia tri dinh danh cta ban ghi chia chudi rd Ag;
m: chiéu dai chudi bit cua Index1; k: s6 lugng ham bam;
H_KEY = {hKey;, hKeys,, ..., hKey; }: tap khoa st dung cho k ham bam;
u: khoang cach trong céc cap ky tu két ndi; nMax: chiéu dai cua fElementMax ).
Output
Index1: 1a chudi bit BF véi chiéu dai m;
Cac buéc thuc hién
(1) Xay dung tap DAY = {DW;, DW,, ..., DW,} theo Dinh nghia 2.2;
(2) V6i mbi tir khoa (mot cap ky tu két ndi) DW; € DAY |i € [1,1], tinh toan:
- Tap gid tri {p1,p2, ..., P} nhu sau: {p; = hy(hKey,, DW;),p; = hy(hKey,, DW)), ..., px =
hy(hKey,, DW;)} ;
- Tap gid tri {q1, qz, ..., @i} nhu saw: {q1 = hy(p1,ID), qz = hy(p2,ID), ..., qx = hy(px, ID)};
-Dit BF[q;] = 1véij € [1,k];
(3) Sinh s6 ngau nhién t trong khoang [0, nMax — 1] théng qua ham PRF, sau d6 thyc hién:
-Tinh t' = tmod m; BF = BF vV t’;
(4) Tra V& BF;
2.3.2. Xay dung chi muc Index2

Pinh nghia 2.3. Cho 4 = {a,, a,, ..., a, } 1 tap cac ky tu phan biét dé tao nén cac chudi rd va A; =
€1Cy ... ¢, 12 moOt chudi duoc tao boi cac ky tuw trong tap A (z,v =1, ¢; EAvéil1<i<v). TapC =
{aj,a; ... ,az} latap cac ky tu phan biétcua A (1 < g < z, g < v). Goi PAg = {Pay, Pay,, ..,Pay}latap
cac mang nhi phan biéu dién vj tri ky tu cia chudi A néu thoa man biéu thic (2.2):

1<i<wv,1<j<g;Pa;lamang v bits biéu dién céc vi tri cua ky tw a; trong chudi Aj;

{ Paj[i] = 1 khi a; = cp_j41; (2.2)

Pinh nghia 2.4. Cho A = {a;, a, ..., a,} 14 tap cac ky tu phan biét st dung tao nén cac chudi rd, cho
q 1a mot sé nguyén té l6n, tap VA = {Va,, Va,, ...,Va, } dugc goi la tap chira cac gia tri bi mat dai dién cho
cac ky tu cua tip A dua trén g néu:

Vi,j(1<ij<z)Va; vaVa;lacic sd nguyén 16n hon g;

{1 <Va, — Va, < q/2; (2.4)

Pinh nghia 2.5. Cho PA; = {Pa,, Pa,, ..,Pay} (1 < g < v) latap cdc mang nhi phan biéu din vi
tri ky ty cua chudi As = "c;¢, ...c,". ChoVA = {Va,, Va,,...,Va, } 1a tap chia cac gia tri bi mat dai dién
cho cac ky tu cuatap A = {a;, a,, ..., a, } dua trén sé nguyén t6 16n q. Chi muc Index? cia chudi A, 1a tap
1P, = {(Ial, IPal), (Iaz, IPaZ), s (Iag, IPag)} V6i gid tri phan tir Uay IPal) dugc xac dinh nhu sau:

{ 1<i<g;ly =Va;+k;*qvéiVa; € VA, k; ngau nhién riéng biét cho mdi I, ;

[Pa; = Pa;”>kastVaiygi k4, bi mat dung chung cho moi /Pa;; (2.5)

Thuit toan 2.2. BuildIndex2

Input

Ag = "cic; ... c,": chudi ky tur 18 dd dugc gdy nhidu; g: s6 nguyén td 16n;

VA ={Va,, Va,,..,Va, }: tap cac gia tri bi mat dai dién cho cac ky tu phan biét;
Output

Tap IP,_: chi muc Index2 cua chudi Ag;
Cac buéc thuc hién
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(1) Xéc dinh € = {ay,a, ... ,a 4} 1a thp céc ky tu phan biét cia 4;, 1 < g < v;
(2) Xay dung PA; = {Pa,, Pa,, ..,Pay};

(3) Xay dung tap IP,, {(Ial,IPal) (lay 1Paz), .., (o, IPag ) voi1 < i< g
ks, < PRF(A)véi A la tham s6 bdo mat;
Fori = 1tog
Begin
ki < PRF(A)véi A latham s§ bdo mat;
Va; < f¥(a;,VA) voi f 1a ham tra vé phan tir Va; trong VA ma dai dién cho ky tu a;;
I, = Va; + k; + q; IPal = palV”*as ¥V,
End
(4) Return [P, ;

2.4. TRUY VAN CHUOI CON TREN CAP CHI MUC (INDEX1, INDEX?2)
2.4.1. Quy trinh thuc hién truy van chudi con
Theo mo hinh d& xuat nhu Hinh 2.1, qua trinh truy van chudi con A} trén CSDLQH ma dugc thyc hién

dua trén 4 budc nhu Hinh 2.2:
Quy trinh thwc hién truy vin chudi con cia hroc 36 DIQ-SSE trén mo hinh DAS-PROXY

ClientSite Proxy Proxy (DO) ServerSite (CS) Proxy (DO) ClientSite
(EU) (DO) Bidn d8ichudiré véitrong Truy vdn trén hai Xa¥ Iy div liéu md trd vé& (EU)
EU yéu cdu Tach tdm bi&n d8i chubi dizu kién chi muc tw CS: Két qud
cdu truy vin chudi " truy van: - B Thuwe thi SQL: | B1. Gidi ma théa mdn
SQL ro: diéu kign - Trén Indext thanh: SQLr = véri toan bo tdp div Bz, Truy vin lai néu cdu chira
Select X, , Y, truy van: Select X%, Y, from R® where Hsuma BQL dworc yéu chu co chudicon
from R where X, fike %7 SearchIndexy } = True - Bz, Thwc thiSQLz céiu triic phivc tap
X, ltke % A, AT - Trén Indexz thinh: 5QL1 = v tdp div liéu md (chiva ham théng ké,
" Select X%, , Y, from R® where trda ve tir Bi tinh todn, gép nhém,
SearchIndexz{ } = True Join ..}

Hinh 2.2. Quy trinh thyc hién truy van chudi con trén lugc d6 DIQ-SSE
2.4.2. Bién déi diéu kién truy van cho phép tim kiém trén chi muc Index1
Thuit toan 2.3: Tranl
Input
AL = cjcy ...ci: chudi con tim kiém; k: s6 lwong ham bam;
Type: gia tri phan loai bang 1 hoic 2 hoic 3 tuong ng véi diéu kién truy van sau tir khoa
LIKE 1a"A; %" hoac "%A; " hoac "%A;%";
H_KEY = {hKey,, hKey,, ..., hKey,}: tap khoa str dung cho k ham bam;
u: khoang cach téi da giira cac ky tu trong cac cip ky tu két ndi;
Output
Tra vé tap I1={DW{m, DWiren, ., DWS "} (1 <i<l) véi mdi DW=
102 P} (A< j<k', 1< k' <k, pjlasonguyén),
Cac buoc thuc hién
(1) Chon ngau nhién sé u’, k" saocho 0 < v’ < |AL|, v’ <u, 1<k’ <k;
(2) Chon ngiu nhién k' khéa tr tap H_KEY , ta dugc tap khoa H_KEY' =
{hKeyi,hKey}, ...,hKey, i}, Hxgy' € H.KEY;

(3) Kiém tra gia tri tham s type dé xay dung DA;()u = {DW,,DW,, ..., DW '} 1a tdp cac
cap ky tw két néi phan biét theo khOang cachu' tren Ag cho phu hop
If Type =1 then DAS() = DAS(left)
Else If Type =2 then DAS() = DA%rignt)
Else DAS() = DAS(mld)
(4) Vi mdi chudi DW; € DAL," véi1 < i <, tinh toan:

DW{T*™ = {py,pz, ..., Dy} nhu sau: {p; = hy(hKey;, DW;), p, = hy(hKey;, DW;), ...,
Pr’ = hy(hKey,, DW;)}
(5) Tra vé tap I1 = (DW{T*™ DWE™™™, .., DW™*™}
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2.4.3. Bién dbi diéu kién truy vin cho phép tim kiém trén chi muc Index2

Thuéit toan 2.4: Tran2
Input

AL = cjch ...c}: chudi con tim kiém; p: s6 nguyén t6 lon;

VA= {Va,, Va,,..,Va, }: tap gia tri bi mat dai dién cho cac ky tu phan biét cia chudi rd;
Output
Travetap 12 = {11, 1.1, ., [} VOi € = |AG;
Cac budrc thuc hién

(1) Sett = |Al;

(2) Chuyén chudi A% thanh tap cac ky tu don C = {c}, ¢}, ..., ci}

(3) Set 12 = {Iof, oy, ) Iy J06i Iy = 0 (1 < i < ), sau do thuc hién:
Fori = 1tot
Begin
k; < PRF(A) voi A 1a tham so bao mat;
Vei « fP(c{,VA) v6i f? 1a ham tra vé phan tir Va; cia mang VA sao cho a; =
¢ (1 Sjsz);ly =V¢, +ki*q;
End
(4) Return 12;
2.4.4. Thye thi tim kiém trén chi muc Index1
Thuit toan 2.5: SearchIndex1
Input

11 = {DW{T", DWfTe", ., DW*"}: két qud trd vé clia ham Trans1;
ID: gia tri dinh danh cua ban ghi can kiém tra c6 chira A% hay khong;

BF: Gia tri Index1 tai ban ghi c6 dinh danh ID;

m: chiéu dai chudi bit BF';

Output
True: ban ghi dinh c6 danh ID chtra chudi Af;

False: ban ghi dinh c6 danh ID khong chira chudi A%;

Cac buéc thuc hién ’
(1) Khei tao chuoi BF' véi m bits, dat tat ca cac bit cia BF' bang 0;

(2) Voi mdi DW™ € I1, DW™ = {pq, pay -, P} (0 < i < 1), thuc hién:
- Tinh tap gia tri {q,, q2, ..., qir}saocho: q; = hi(p1,1D), q; = hy(p3,ID), ..., q) =
hi(py,ID)}; P&t BF'[q;] = 1v6i 1 < j < k';
(3) Kiém tra BF' c6 thuoc BF hay khong:
If BF' = BF' ABF then Result = True
Else Result = False;
(4) Return Result;
2.4.5. Thye thi tim kiém trén chi muc Index2

Thuit toan 2.6: Searchindex?2

Input
12 = {11, 11, ., 11} ket qua thuc thi Trans2(.) véi chudi con Aj 1am dau vao;
P, = {(Ial, 1Pa,), (I, IPay), .., (Iag, IPag)}: gid tri Index?2 dai dién cho A;
Output

True: néu A 1a chudi con cta A; False: néu A} khong 1a chudi con cua Ag;
Cac buéc thuc hién
(1) Xay dung tip SB = {(, IPc)), (Igy, IPCY), ., (g, IPC)} voi mdi phan tir (I,

IPc}) s& twong ing voi mot phan tir (I, IPa;) € 1Py (1< i < t,1 <j < v). Ma gia nhu sau:

SB = {0},
Fori=1tot
Begin

Forj=1tog
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Begin
if (I —1a;)mod q = 0 then
Begin
L= 1Iq,;; IPc; = IPa;; SB = SB.Add((ICir,IPci’));
Break;
End
End

End
(2) Bién d6i tap SB bang cach giit ¢ dinh IPc] va voi mdi IPc] thuc quay vong bit trai hodc quay
vong bit phai mét lugng bias, (2 < i < t). Ma gia nhu sau:

Fori=2tot

Begin

0= (IC{ - Ic{) mod q,
«bwas
if%ﬁ 0 < q then bias = —1 * (9 —%); IPC{N = IPC{N “,
. q s /N ,N>>bias

Elseif 0 <0 < 2 then bias = 0; IPc; = IPc; :

End

(3) Kiém tra A c6 la chudi con cta A hay khong:

> >t

If 1PN A IPCy”? A ... A IPC]
Else Result = False
(4) Return Result

2.5. Phan tich bao mét cia lwec dé DIQ-SSE
DIQ-SSE duoc coi dép tmg mé hinh bao mat IND-CKA2 do ké thira thiét ké tir mot s6 luge do SSE tiéu
chuan. Do dé, trong muc nay luan 4n sé& chi b6 sung, 1am rd thém mot s6 luan diém vé bao mat cua DIQ-SSE.

A..N IPc;”" # 0 then Result = True

2.5.1. Phan tich bao mat cap chi muc

Xét trudng hop thuan lgi nhat cho ké gian, gia dinh ho biét trudc: Thi nhét: biét phuong phap xay dung
Index1, Index?2 (nhung khong biét cac metadata); Thir hai: biét trudc tap cac chudi rd P va tap mau PI,
(chtra Index1), PI, (chira Index?2) twong ng Vi mot tap con P’ cia P (nhung ké gian khong biét P').

2.5.1.1. Phan tich bao mat caa Index1

Pinh nghia 2.6. Cho A = {a,, a,, ..., a, } 1 tap z ky tu phan biét tao nén cac chudird (z > 1). Tap D
1a tap cac cap ky tu phan biét két ndi theo khoang cach u (0 < u < z — 2) trén tap ky tu A dugc dinh nghia
nhu sau: D = DFirtCharater ; pSingleCharater ; pPairCharater (; plastCharater trong do:

pFirtCharater — {ai“*}; pSingleCharater — {ai}; plastCharater _ {* ||ai} wWil<i<z

{DP“iTCh“mt” ={(aillklla)}véil1<ij<z 0<k<u (2.9)

a) Kich bdn 1

Théng ké tan suat mdi phan tir caa D trén tap P va théng ké tin suat cua cac bit 1 tai mdi vi tri trén cac
Index1, r6i sau d6 so sanh ching v&i nhau dé phat hién mdi vi tri bit 1 cua Index1 s& ang véi dac tinh nao
trong Ag. Tuy nhién thyc té cac tham sé u, u’, k déu 16n hon 1 va bi mat, dan dén s lugng phan tir trong tap
D khéng doan dugc va s6 lugng bit dai dién cho mot phan tir ctia tap DAY s& nhiéu hon mét bit.

b) Kich ban 2

Dua trén quan sat: chiéu dai ciia chudi rd sé ty

A

16 thuan véi s lwong phan tir cua tap DAY, dan dén chiéu
dai chudi & c6 xu hudng ty 18 thuan véi sé luong bit 1 trén chudi Index1.Tuy nhién theo thuat toan
BuildIndex1, kha nang st dung kich ban tan cong nay rat thap, boi cac chudi Index1 déu cé chung do dai
m, mdi chudi Index1 déu dugc bo sung thém mét lugng bit ngau nhién nén viéc théng ké sb lugng bit 1 trong
mdi Index1 s& khong chinh x4c.
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2.5.1.2. Phin tich bao mat cia Index2

a) Kich bdn 1

Théng ké s6 1an xuat hién ciia mdi ky tu phan biét trong tirng chudi ky tu 1 cta tap P, sau d6 thong ké
tiép so lan xuat hién ciia cac bit c6 gia tri 1 trong ting chudi IPa; trong mdi chi muc Index2 thudc tap Pl,,
qua do6 tim sy tuong quan vé ky tu ban ro va gia tri bit 1. Tuy nhién, trong thuat toan Buildindex2 su dung
chudi A da duoc gy nhifu 1am dau vao, vi vay s6 bit 1 trén mdi chudi IPa; khong phan anh duoc sé luong
thuc cua ky tu a; trong chudi A nguyén ban.

b) Kich bén 2

Dua trén viéc ké gian tinh khoang cach giira cac vi tri xuét hién caa cung mot ky tw trong chudi rd, sau
d6 so sanh tim su twong dong voi khoang cach céc bit 1 trén ting chudi IPa; trong mdi Index2. Tuy nhién,
thuat toan BuildIndex2 c6 hai yéu t khién kich ban nay kho thuc hién 1a viéc gay nhiéu chudi A trudc khi
thuc thi BuildIndex?2 va viéc thuc hién dich vong phai chudi Pa; di mot luong bi mat ky + Va;.

2.5.2. Phan tich bao mat mau truy van

Duya vao nhu cdu tim kiém cac chudi con trong thuc tién, ké gian s& doan duoc I1,12 c6 thé lién quan
t6i chudi con nao. Qua d6 suy dién cic ban ghi mi hoa dwoc tra vé sau truy van chira chudi con nao. Thuét
toan Tranl sir dung ngau nhién k' khoa, trong tw thuat todn Tran2 sir dung s6 ngau nhién k; nén két qua 1a
V6i cing mot mau truy van A% mdi lan duge yéu cau s& giri t6i CS mot cap (11, 12) khac nhau.

2.6. THU'C NGHIEM VA PANH GIA HIEU NANG CUA LUQC PO DIQ-SSE

Hiéu nang truy van danh gia qua: ty Ié loc (FIR) va ty I& 16i (FAR) cua tap dir liéu ma sau mdi lan truy
van trén Index1 va Index2; thoi gian thuc thi tir thoi diém EU yéu ciu cho t6i khi nhan dugc két qua.

2.6.1. Chuin bi diéu ki¢n thwc nghiém

Dit liéu thir nghiém 1a CSDLQH TPC-H. Luan an st dung bang LINEITEM trong CSDL nay lam déi
tuong thuc hién cac thir nghiém. Xay dung CSDLQH ma TPC H_CS trong d6 c¢6 bang LINEITEM_CS c6
cac cot L_COMMENT _E, L_COMMENT _SI1, L_ COMMENT _SI2.

2.6.2. Thuc nghiém va danh gia hiéu ning tim kiém

2.6.2.1. Kich ban thwc nghiém 1

Kich ban 1: Chon Nz = 1000000, c6 dinhu = 2, véi m ting dan tir 128 dén 512 lan luot thyc hién
cac truy van Q1, Q2, Q3, QL1, QL2, QL3 va tinh toan FIR,, FAR,, FIR,, FAR,. Két qua nhu Hinh 2.5.
u = 2,m €[128,512]

—=—FR1 FARL —#—FIR2 —#—FAR2
a(a1) b (Q2) c(Q3)
12 1,2 1,2
1 1 1 p—a—g—E——a—a—
08 ————p—a— A DY . o ———
0,6 - | 06 1 - | 06
04— = ———— | 04 1 - | 0,4 4
0,2 0,2 0,2
a T T T 0 Nttt r=HeT=iT [ e B o e e ]
1281601922242562383"2'0352384416448430512 128160192224256 2883;'2‘0352384416“8480512 1281601922242562883[3‘0352384416448480512
d(aL1) e(aL2) f(a3)

1,2 1,2 1,2

1w 5 1 R e e il
W B e o < 5

0,8 0,8 —= 0,8

0,6 < 0,6 = 0,6

04 = | D8 0,4

e g ool B
0 T 0 \\Y/y\—¢_+_<

128160192224 256 288320352 384416 448450512
m

02 =

Ay

128160192224256 288320352384416 4458480512
m

Hinh 2.5. Két qua thuc nghiém kich ban N = 1000000, u = 2, m € [128,512]

128160192224256 288320352 384416 448480512
m
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2.6.2.2. Kich ban thuc nghiém 2
Kich ban 2: Chon N = 1000000, c6 dinh m = 128, vé6i u thay doi (u € {1,2,3,4}) lan luot thyc
hién cac truy vin Q1, Q2, Q3, QL1, QL2, QL3 va tinh toan FIR,, FAR,, FIR,, FAR,. Két qua nhu Hinh 2.6.

m = 128,u € [1,4]
—a—FIR1 FARL —w—FIR2 —%—FAR2
a(a1) b (Q2) ¢ (3)
12 1,2 1,2
1 1 % . 1 —
03 ._.-——-""_--'—--_--. 0,8 08
0,6 0,6 0.6
04 0,4 04
0,2 0,2 0,2
0 a t 0
1 2 ] 4 1 2 ] 4 1 2 3 4
u u u
d(aL1) e (QL2) f(aL3)
1,2 1,2 1,2
1+—g 1 1 » » » —
i e
A—— S X
0,3 0,8 0,8
0,6 = \( 0,6 0,6
—
0,4 0,4 — | 04
0,2 X 0,2 \\"‘*‘-—-.._“ 0,2 —
F————
i i 0
1 2 3 4 1 2 3 4 1 2 3 4
u u u

Hinh 2.6. Két qua thuc nghiém kich ban N = 1000000, m = 128, u € [1,4]
2.6.3. Thuc nghiém va danh gia thoi gian truy van
Trong kich ban thuc nghiém va danh gia thoi gian truy van cia luoc d, luan an sir dung u € [1,4],
m € [128,512] va luya chon cac cau 1énh Q1, Q3 dé do thoi gian thyc thi cho 4 budc. Cac gia tri thoi gian
ET; duoc biéu dign qua biéu d6 nhu Hinh 2.7.

——ET1 —m—ETZ ET= ——ET1 —m—ETZ ET=
ET4 —s—ET ET# —w—ET
250 ) ) ) z5
+ t t 4
pedul] zo Mgy
150 15 -_—‘./-_-_*,-—-
100 10
s0 5
. e e o o 5 .
0 | 0 >~
128 192 256 I20 3IBE4 448 512 128 192 256 20 IE4 448 512
w=2,1m € [128,512] w=2,me[128,512]
a b
ET(Q1,Q3)

—e—FET(O1)] —m—ET(O3)

250
z00 ’_\*—\.
150

100

E

1 2 a a
m=128,u € [1, 4]

Hinh 2.7. Panh gia thoi gian truy vin Q1, Q3 véiu € [1,4], m € [128,512]
2.7. SO SANH HIEU QUA LUQC PO DIQ-SSE VOI MQT SO NGHIEN CUU

Ddnh gid chung: Cic cong trinh liét ké déu tiéu biéu, uy tin va lién quan t6i luge do SE hd tro truy van

chudi con, trong d6 nhiéu tai lidu cap nhat dugc tinh hinh trong 5 nam tré lai day. Cau trac dit lidu hd trg xay
dung chi muc trong luge d6 DIQ-SSE c6 tinh méi S0 Vai cac cong trinh khac khi dé xuat sir dung tap DAY va
PA, trong thiét ké cap chi muc Index1, Index2.
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Ddnh gid vé lwge do D1Q-SSE khi so Vdi cdc cong trinh lién quan:

- Céc chi phi giao tiép ciing nhu tinh toan tai Proxy hay Client cia DIQ-SSE 1a khong dang ké. Chi phi
tim kiém chi yéu tap trung tai CS qua viéc thuc thi hai thut toan SearchIndex1 va Searchindex2. Trong
do, thuat toan Searchindex1 can tGi k lan tinh toan trudc khi thuc hién phép AndBitwise nén duoc danh gia
d6 phuc tap ¢ 0 (k). Thuat toan Searchindex?2 can t6i hai lan duyét cac ky tu chudi con nén do phirc tap xap
Xi €& 0(2. lsypser). Thuat toan Searchindex1 co chi phi réat tdt duoc ap dung trén N ban ghi, trong khi d6
thuat toan Searchindex?2 c6 do phuc tap tinh toan trung binh (khong ndi troi hon so véi cac cong trinh khac)
nhung lai c6 loi thé do chi thyc hién trén tap dit liéu nho dugc tra vé boi Searchindex1. Pay chinh 1a yéu té
quan trong giup do phirc tap tinh toan tong thé cua luoc d6 DIQ-SSE c6 wu thé.

- Xét vé s6 vong giao tiép thi DIQ-SSE ciing cho thay uu thé khi chi mat 1 vong. Vé kha ning chdng ro
ri chi muc va mau truy véan ciing dat yéu cau. Qua dé cho thay tinh hiéu qua cia luge dd trén phuong dién hiéu
nang va bao mat.

2.8. KET LUAN CHUONG 2

Chuong 2 dé xuit lugc d6 DIQ-SSE trién khai trén mo hinh DAS-PROXY mang dén kha ning truy van
chudi con hiéu qua trén CSDLQH ma. Cu thé mét sb diém ndi bat trong chuong nay:

- Thiét ké chi muc Index1 c6 wu diém chéng ro ri thong tin va hd tro truy van nhanh.

- Thiét ké chi muc Index2 véi wu diém chdng ro ri thong tin va tim kiém chinh xac chudi con.

- Thiét ké quy trinh truy van tuan ty qua hai chi muc Index1 va Index2.

- Thuc nghiém cac kich ban, so sanh véi cac cong trinh lién quan dé 1am rd tinh hiéu qua ciia DIQ-SSE.

Ngoai ra, mét s6 nhuge diém ciing can phai dwoc ghi nhan gom:

- Thiét ké cua Index1 dan dén ton tai ban ghi duong tinh gia trong két qua tra vé sau truy van trén chi
muc nay. Trong khi d6 Index2 mic du di duoc 1am nhidu nhung van c6 thé dé 16 ra mot phan tinh chit tuyén
tinh gitta 6 dai chi muc véi ban rd khi xét trén cac truong hop chiéu dai ban rd qua dai hodc quéa ngan.

- Téc d6 truy van trén Index2 bi anh huong bai chiéu dai chudi con.

- Chi phi luu trir chi muc cua luge dd DIQ-SSE chua tét, dat mac O (2N).
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CHUONG 3. PHAT TRIEN PHUONG PHAP TRUY VAN KHOANG HIEU QUA
TREN DU LIEU SO TRONG CSDLQH MA

3.1. DPAT BAI TOAN VA DAN LUAN Y TUONG THUC HIEN

Quan hé R(ID, X, X,,...X,, ...Xy,) co s6 luong ban ghi 16n véi X, 1a truong dir liéu rd dang sé nhay
cam, quan hé ma RE(ID, X1, X,,... XE, ...X,,) luu trén dam may twong ang véi quan hé R véi XF 1a traong dit
liéu ma twong (g ctia X,. Cho mot cap gia tri s6 bat ky (1, h), yéu cau: Truy van trén truong dir lisu XF cua
quan hé R dé tim ra chinh xéac, hiéu qua nhing ban ghi thoa mén chudi diéu kién “X, BETWEEN 1 and h”.

Luan 4n lya chon lugc dd SSE thiét ké dua vao chi muc mu va trién khai trén mo hinh DAS-PROXY
nham tan dung cac thé manh cua luge d6 SSE va chi muc tim kiém cling nhu dam bao co s& vé tinh bao mat
theo mo hinh IND-CKA2. Luén 4n dé xuat cai tién phuong phap chia Bucket (tao ra NewBucketIndex [CT5]),
xay dung phuong phép che gidu dic tinh thi tu cia cac NewBucketIndex (goi 1a IHV [CT4]) va thiét ké cau
trac dir liéu (goi 1a cay IHV B+ Tree) dé tang toc truy van khoang va loai bo dit lidu du thira tra vé.

3.2. PE XUAT LUQC PO VA MO HINH TRIEN KHAI TRUY VAN KHOANG TREN
CSDLQH MA

Pé xuat luge dd ESIT-SSE hd tro truy van khoang hiéu qua gém 5 giai doan (xem Hinh 3.1):

GenSecretMetadata(A) ; Build IHV_B*Tree ; Transform_RangeQueryCondition ;
RangeQuery On IHV B'Tree;Decrypt. _ _ _ _ _ _ _ _ _ _ _ __ ______
O o EU
Client Site @fb

l [
' [
: € 1 '

|
' |
' |

T T = ——

[ e e TS RS e e e e el el o e e o by g™ T e R et

v = ’*—G_"‘ g'f“”'.!‘—***":_'_““—"} “““““ |

i) (CautgnhsaLr) | I (ke aud chinh xéc

A

12

- Tap ID tra vé |

Idn, EnciTuple n)

\
| | I I3y B I
| H

| L ] T : il b \ cugi cling ) 1
L v 3 P il Bi Y
I | !{ Build New B!chket Index : | | i\ [Crash bign ddi] | : 16 : I
| \] Generate | E | cau I;énh | II; Gidi m& | |

Proxy 3 MetaDatal 1| — . b |
| (poy : : : : 9 b y'y |
| - I i i v b 15 4

w3 i e
I k% L I":(/C/én\u |énh SQL tru\\' : : Vg N : I
| 3 MetaData | |- g/| =540 1 (Tép két qua m& trd\ |
” [TT7 )| ¥@ntrén GSDLQH | | [ B e )

B RO | \_ ve tlr CS / |
| e L R =~ i
I - 2 Ih\__ — 1 Mecoaead e aen o 1
| 10 |

| Giri vé Proxy
R Ry Tl e “Truy vantrén ™ — — — — ~ — — — — |
| = Sy ~ 14
—____ CSDLQH m3 thué ngoai |
N S RO
l e I
Iserver CSDL m3 IHV_B+Tree 11 Truy v8n khoang trén T ioE |
Tap k€t quamitra v

Isite (cs) ID1, Enc(Tuple 1) Céy téng tdc truy vén Ity B Tree |
' |
|
|

Anh xa

Hinh 3.1. Trién khai lugc d6 ESIT-SSE trén mo hinh DAS-PROXY
3.3. XAY DUNG CHi MUC NEWBUCKETINDEX
3.3.1. Yéu ciu ddi véi chi muc NewBucketIndex
Céc yéu cau véi chi muc NewBucketindex: Mot gid tri rd c6 thé dugc dai dién bai nhiéu
NewBucketIndex va nguoc lai; HS tro chdng cac dang tan cong: ro ri thong tin dong va ro ri thong tin tinh;
Giam du thira dit lidu tra vé sau truy van; Thuén loi bién déi 1énh truy vain; H3 tro truy van hiéu suét cao.
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3.3.2. Xay dung chi muc NewBucketIndex

Pinh nghia 3.1. Cho V = {v;, v,, ..., v,} 1atap z cac gia tri s4 luu trong truong X, cua quan hé R. Khi
d6 D ={d,,d,, ...,d,} (n < z) duoc goi 12 tip cac phan tir phan biét cua tap V néu cac phan tir cua D duoc
xac dinh nhu sau: V6i v;, v, € V; v; < v;44 va f; 12 tan suat xuat hién cua v; trong tap V' thi:

d; = ({Z) Jdiyy = (5:1) vsil<i<n-1 (3.1)

Pinh nghia 3.2. Cho D = {d, ,d,, ..., d,,} 1a tip cac phan tir phan biét cuatap V va d;, d;4; € D. Khi
do pP; = {Pm , Di2s ...,piki} (1 <i < n) duoc goi 1a tp gia tri ngiu nhién dai dién cho phan tir d; = (51) va
x C . X . . i
tuong tu P;,4 la tap gia tri ngau nhién dai di¢n cho phantu d;,, = (5‘“). Tap P;, P, phai co dac diém va
‘. _ i+1
moi quan hé vai nhau nhu sau:
Min Maxy 13 midn old 41 c7a 4 o pMin Max 1y ~4e <A A » pMax _ pMin .
o [P, P"%*] la mién gia tri cua tap P; voi P, P%Y 1a cac sO nguyén va P; P > fis
o piy < PRF(PM™,PM™)v6il1<j <k ki = fivaPM"™ <py <pip < - < pu, < PN

o pMax < pMinygil1<i<n;

ka  _ki

e S6 phan tir k; cua tap P; duoc xac dinh theo nguyén tac: % ~ 7 o
1 2 i

~ z’;—:z (3.2

Véi & goi 12 hé s6 mo rong, € nguyén va £ > 1.

Pinh nghia 3.3. Cho V = {v;, v,, ..., v,} [atap z c4c gia tri $6 luu trong truong X, ciaquanhé R, D =
{d,,d,, ..., d,} 12 tp cac phan tir phan biét cua tap V va P; (1 < i < n) la tap gia tri ngau nhién dai dién cho
phan tir d; € D. Khi d6 P dugc goi la tap gia tri phing dai diénchotipV néuP = P, U P, U .. P; ..U P,.

Pinh nghia 3.4. Cho V = {v;, v,, ..., v,} 12 tap z cic gié tri 6 luu trong trudng X, cua quan hé R va P
dugc goi 1a tap gia tri phang dai dién cho V. Tap B = {By,B,, ...., By} duoc goi 1a tdp cac gia tri
NewBucketIndex dai dién cho tap V néu:

e Tap P duogc chia ngiu nhién thanh m khoang lién tiép nhau (m < |P|);
e Khoang thir j dugc dai dién bang mot gia tri nguyén ngau nhién 13 B;;
e Voij,j" €[1, m]vaj < j'thiB; < Bj.

Thuat toan BuildNewBucketIndex xiy dung tap B va VE nhu sau:

Thuat toan 3.1. BuildNewBucketindex

Input
V ={vy,v,,...,v,}: 1a tap z cac gia trj s6 luu trong trudng X, cua quan hé R;
g:1ahé sé ma rong (e = 1); m: S6 Bucket can chia (m < |P|);
Output
TapVE = (vP,v5, ..., vE}: 1a tap cac gia tri NewBucketIndex tuong &ng voi z phan ti trong V;
Cac buéc thuc hién
(1) Xaydungtap D = {d;,ds, ...d;, ...d,,} 1a tip céc phan tir phan biét cuatap V (1 < i < n);
(2) Dua trén hé sb e, xay dung Py, P,, ..., P;, ... P, lan luot 1a cac tap gia tri ngiu nhién dai dién cho
cac phantird, ,dy, ...d;, ...d, (1 <i<n);
(3) Xay dung tap gia tri phang P dai dién cho tip V:P = P, U P,U .. UP;U..UP,;Khi d6 P =
{pl' b2,y p|P|}:
(4) Chon cac gia trj bién m& rong cho tap P 1a EPM™ va EPM9¥ sao cho EPM™ < p;, EPM%* > pp);
(5) Xac dinh gia tri tai m — 1 diém giao nhau ciia m khoang trén tap P bang cach: Tinh m — 1 gia tri
ngau nhién phén biét {ipvy, ipvy, ..., ipVy,_1} theo cong thirc: ipv, « PRF(EPM™, EPMAx) y¢i
1<t<<m-—1vaipv; < ipVsq;
(6) Xac dinhtap B = {B;,B;, ... B, ... By} 1a tap cac gia tri NewBucketIndex dai dién cho V nhu
sau:
By « PRF(EPM™ ipv,), B; dai di¢n cho tap EP, véi mién gia tri [EPM™, ipv,);
B, « PRF(ipv,,ipv,), B, dai dién cho tap EP, voi mién gia tri [ipvy, ipv,);

B, « PRF(ipv,_y,ipv,), B, dai dién cho tap EP, véi mién gia tri [ipv,_4, ipv,);
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B, « PRF(ipvm_q, EPM3¥), B, dai dién cho tap EB,, v&i midn gié tri [ipvy,_q, EPMO¥);
(7) Dua vao tap B, xac dinh tap V? = (v, v{, ..., v} tuong ang véi V nhu sau:
(7.1) V6i moi v; € V,xacdinhphantird; € Dsaochod; = v; (1<j<z 1<i<n);
(7.2) Xéc dinh tap P; twong tng voi d;, 1dy ngau nhién giatrip € P;;
(7.3)Kiémtranéup € EP, (1 <t <m — 1) thi B, dai dién cho v}, gan v/ = By;
(74 VE =P vy, .., vfIvsive €B(1<j<2);
(8) ReturnV5;

3.4. BIEN POI GIA TRI NEWBUCKETINDEX THANH VECTOR GIAU TIN (IHV)

3.4.1. Quy trinh xay dwng vector giau tin (IHV)

Xét diéu kién truy van trén dit liéu 16 1a “X, Between I And h. Khi d6 néu chi c6 NewBucketIndex, tai
CS truy van dugc nhu mé ta nhu sau: “tim kiém cac phan tar v? € VP sao cho ¢, < v < ¢,”, véi¢ =
Min(IB) va ¢, = Max(h?). Bai toan dit ra 1a tai CS phai hd trg co ché bao mat dé thyc hién dugc biéu thic
so sanh Min(1%) < vf < Max(h®) nhung khong c6 co s& nao dé thuc hién so sanh hai phan tir v, vf bat
ky trong tap V5. Nhur vay, tai Proxy phai c6 giai phap bién doi tiép v2, Min(I%) va Max(h®) thanh cac dang
thirc méi thv, (vE) , thv,(Min(18)) va thv,(Max(hB)) . Tong quat ta xét bién doi biéu thuc ¢, < v5.

Pitc = ¢, vab = v?, khi d6 biéu thic ¢, < v? dugc thay thé thainhc < b < (b,—1) - (1,¢) = 0.
Ky hiéu 0, = (b,—1)va 0, = (1,c) khidé: 0y - 0, = 0. Bude dau che gidu thong tin thir tw cho b va ¢ trén

CS dua trén viéc bién ddi 0, va O, Vé cac vector méi dai hon nhung van dam bao tich v huéng giita ching

I6n hon hodc bang 0. Ta thuc hién hoa nhap O_b) va UC) lan luot vao cac vector truc giao U_IJ L FC) tai cac vi tri
pos1,pos2 dé tao ra cip vector nhing U0, va UO,. Dé giai quyét vén d 16 vi tri (pos1, pos2), luan 4n tiép
tuc ting cuong bao mat cho UO,, U0, dua trén ¥ tudng chuyén ddi cac vetor ndy vé cac ma tran ¢& kx1 sau
d6 nhan chung 1an luot v&i cac ma tran bi mat My, M, ¢& kxk. Trong d6 M, = MT,M, = M~' (M 1a mot ma
tran bi mat kha nghich, M, 1a ma tran chuyén vi ciia M va M, 1a ma tran nghich d4o cua M)

3.4.2. Thuat toan bién d6i NewBucketIndex thanh vector gidu tin IHV

Thuit toan 3.2: Transform_NewBucketIindex_To_IHV

Input
b = v?:1a gia tri NewBucketIndex dai dién cho gid tri rd v;; Vector Fb) bi mat c6 chiéu dai k — 2;
Cap vi tri bi mat (pos1,pos2)| 1 < posl,pos2 < k; Matran bi mat M kha nghich va c6 kich co kxk;
Output
thv,, (b) 1a vector giau tin cua gia tri b;
Cac buoc thuc hién:
Tao vector 0, = (b, —1), sau d6 thuc hién tiép cac budc sau:
(1) Hoa nhap vector 0, vao vector U, tai céc vi tri (pos1, pos2) dé nhan dugc vector nhing U0, ;
(2) Chon ngau nhién s6 nguyén duong ;,, tinh lai U—Ob) =71y * U—Ob);
(3) Tinh M, = M, bién déi vector U0,, thanh ma trdn UO,, ¢& kx1;
(4) Xac dinh ma tran UOY bang cong thirc: UOY = Myx UO,;
(5) Bién ddi ma tran UOM vé vector W;
(6) thv,(b) = UOY;
(7) Returnihv,(b);

3.4.3. Thuat toan bién d6i toan hang so sanh thanh vector giau tin IHV

Thuat toan 3.3: Transform_ComparisonOperand_To_IHV

Input

c: 1a céc gia tri ¢; = Min(18) hodc ¢, = Max(hB); Vector co s& U, bi mat c¢6 chiéu dai k — 2;

Cap vi tri bi mat (pos1,pos2)| 1 < posl,pos2 < k; Matran bi mat M kha nghich va c6 kich ¢ kxk;
Output
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thv (c) = W 1a vector giau tin ciia gia tri c;
Cac buoc thuc hién:
Tao vector O, = (1, ¢), sau d6 thuc hién céc budc sau:
(1) Hoa nhap vector 0, vao vector U, tai cac vi tri (pos1, pos2) dé nhan dugc vector nhing UO,;
(2) Chon ngiu nhién sé nguyén dwong 7., tinh lai U0, = 1, * UO,;
(3) Tinh M, = MT, bién ddi vector U0, thanh ma trn UO, ¢& kx1;
(4) Xac dinh ma tran UOY bang cong thirc: UOM = M x UO,;
(5) Bién déi matran UOM vé vector UOM;
(6) thv () = UOK,
Return thv (c) ;

3.5.XAY DUNG CAU TRUC IHV_B*Tree HO TRQ TRUY VAN KHOANG HIEU QUA
Thuat toan xay dung cdy IHV_ B+Tree dugc mo ta nhu sau:

Thuét toan 3.4: Build_IHV_B*Tree

Input

Céc gia tri trong Bang 3.2; m: bac cua cAy IHV _B*Tree;
Output

IHV_B*Tree
Cac buoc thuc hién:

(1) Xay dung cay B*Tree bac m tir tap B 1a tap gid tri phan biét cia VB = (v8,v5, ..., v5}, B c VB,

(2) M4 hoa niit gdc va cac nit trong ctia cdy B*Tree:

- Céu trac cua nut gbe va nut trong c¢6 dang: (ptr_node,, kl, ptr_nodeq, k,, ptr_node,, ks, ...,
ptr_node,,_4, kn,, ptr_node,,) V6ik; € B goi 1a khéa (duoc sip theo thir tu k; < k;pq,1 <i<m— 1)
va ptr_node; 1a con tro tham chiéu t6i cay con ma gié tri khoa (keyvalue) & tat ca cac nut cua ciy con déu
thoa man diéu kién k; < keyvalue < ki, .

- Dé mi hoa nut gbe va nut trong clia cdy, ta thay cac khoa k; bang vector giau tin thv, (k,) (chinh 1a

gia tri thv, (vP) twong tng). Khi d6 cdu trac nut gbc va nat trong co dang: (ptr_nodey, thvy(k,),
ptr_node,, thvy(ky), ptr_node,, thvy,(ks), ..., ptr_node,_1, thv,(ky,), ptr_node,,).

(3) CAu truc lai va mé hoa cac nut 14 cua cdy B*Tree:

Gia sir co n nat 14, khi d6 cau trac mic dinh cua nat 14 thiri (1 < i < n) trong cdy B*Tree c¢6 dang:
(leaf _previous;, < ki), ptr_row;qy >, < ki), ptr_row;) >, < ki3, ptr_row;zy > ..., <
ki(m'—l)' Pr_row;y_qy >, < ki(m') PLT_TOw(pry >, leaf next;) véi m' <m, leaf_previous; va
leaf next; lan lugt 1a cac con tré luu dia chi ciia cac DiskBlock chira nat 14 thir i — 1 va nat 14 thir i + 1.
Con ptr_row;(;, (1 < j <m’) la cac DataPointer, moi ptr_row;;) tré t6i mot danh sach lién két luu trit cac
ban ghi duoc dai di¢n boi khoa NewBucketIndex k;( .

Pé tdi cdu triic va ma hod it Id, thuc hién tuan tw nhir sau:

- Thiz nhat: bién doi < kicjy, ptr_ rowi(j) > thanh < thb(kl(])) ptr_row;y > Voi k;(; € B.

- Tha hai: ptr_row; tré toi dau coa danh sach lién két LlStl(]) = {row,, row,, ..rowy, ...,
row,,r} voi n’ 1a sb luong ban ghi chira NewBucketIndex kicjy.- M3i phan tir trong danh sach lién két 1a mot
bo row; = <row(r_id), thv,(v,), ptr_row_next > Vvéi row(r_id) 1a mot ban ghi trong quan h¢
RE(ID,Xq, X,,... XE, ...X,)). Gia tri thv,(v,) 1a vector gidu tin cho mot gia tri rd v; dugce dai dién boi
NewBucketIndex k;(jy. Con ptr_row_next la con tré luu dia chi cia bo row;r,, tiep theo, chi y thir tur ctia
cac phan tir row; trong danh sach lién két dwoc sap xép ngau nhién.

(4) Return [HV_B*Tree

3.6. TRUY VAN KHOANG TRONG LUQC PO ESIT-SSE TRIEN KHAI TREN MO HINH
DAS-PROXY

3.6.1. Quy trinh truy van khoing

Theo mé hinh dé xuat trong Hinh 3.1, qué trinh thyc hién truy van khoang dién ra qua 4 budc (Hinh
3.4), gdbm: Bwéc 1 — Bién d6i toan hang so sanh trong biéu thirc didu kién truy van khoang; Buéc 2 — Truy
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vén khoang trén céu trac dit liéu IHV_B*Tree; Buéc 3 — Giai ma dit liéu va truy van lai.

Quy trinh thwc hién truy van khodng trén lwere d6 ESIT-SSE

; 7 e Proxy (DO) ClientSite (EU)
Proxy (DO) it Xie Iy die liéu
ClientSite (EU) Proxy (DO) y e | Truyvdnkhoang | | 3 Y“ T B T
» — .71 Chay thudt todn 2 tra vé twe CS: Két qud théa
EU yéu cau cau truy Tach lay sl S dira vao thipe thi i -
N Y L bién doi diéu kién Lot SR B1. Gidi md md diéu kién
van SQL ro: khodng . il thudt toan tim kiém . sl
4 & TR, truy van khoang 5 i Ba. Truy vdn lai truy vdn
Select * from R where diéu kién: trén IHV_B'Tree: .
3 ; Transform_Range trong trwong khodng
Xt between [and h [l,h] QueryCon dititon RangeQuery_On_ hop lénh SOL
B IHV._B'Tree A
phikc tap

Hinh 3.4. Quy trinh truy vin khoang trén lugc d6 ESIT-SSE
3.6.2. Thuat toan bién déi khoang truy van trén dir liéu ré sang cic khoang truy vén trén IHV

Thuit toan 3.5: Transform_RangeQueryCondition

Input
1, h: cc toan hang so sanh cua diéu kién truy vin khoang trén dit liéu 13;
Bang cac thong tin bi mat dé sinh NewBucketIndex (Bang 3.1);
Vector co sO FC) bi mat c6 chiéu dai k — 2; Cap vi tri bi mat (pos1,pos2)| 1 < posl,pos2 < k;
Ma tran bi mat M kha nghich va c6 kich ¢& kxk;
Output
Céc khoang truy Van trén vector giau tin: [thv, (1), thv.(h)] va [thv,(c), thv.(cp)];
Cac buoc thuc hién
Dua vio "Bang cac thong tin bi mat dé sinh NewBucketIndex", thyc hién :
(1) Xac dinh mién gia tri rd thoa mén diéu kién truy van khoang [1, h]:
- Tim d;. v 16n nhit ma nho hon hoac bang I, ky hiéu 1a v;;
- Tim d;. v nh6 nhat ma 16n hon hoac bang h, ky hiéu 1a vy,;
(2) Xac dinh [ 1a danh sach cac NewBucketIndex dai dién cho v;, sau d6 tim ¢; = Min(I18) 1a gia
tri NewBucketIndex nho nhét trong danh sach 15
(8) Xac dinh hB 1a danh sach cac NewBucketIndex dai dién cho vy, sau d6 im ¢, = Max(h?)1a
gia tri NewBucketIndex 16n nhat trong danh sach h”;

(4) Tinh:
UOM = Transform_ComparisonOperand_To_IHV(l, UC) posl,pos2,M) ;
U0} = Transform_ComparisonOperand_To_IHV (h, UC),posl,posz, M) ;

UOé‘;’ = Transform_ComparisonOperand_To_IHV(cl,UC),posl,posZ, M) ;

UOé‘;’l = Transform_ComparisonOperand_To_IHV(ch,UC),posl,posZ,M);
(5) bat:

thvg (1) = U0 vathve(h) = UOJ; thv(¢) = UOZ vathv(cy) = UOY

(6) Return [thv. (1), thv.(h)] va [thv.(c;), thv.(cp)];

3.6.3. Thuat toan truy van khoang trén céu tric dit liéu IHV_B* Tree

Thuit toan 3.6: RangeQuery On_IHV_B*Tree

Input
IHV_B*Tree; RE(ID, X1, X,,... XE, ... X,);

[thve (D), thve(h)] va [thve(cy), thve(cp)];

Output

Tap ban ghi ma trong quan hé RE(ID, X, X,,... XE, .
Cac buéc thuc hién:

(1). Tur nat gbc cua cady IHV_B*Tree. So sanh thv,(c;) v6i cac khoa thv,(k,) & nit gbc

(ptr_node,, W' ptr_node,, m, ptr_node,, ...,thv,(k,,), ptr_nodey,);

(2). Néu thvy, (ky) .vec(c;) > 0 thi chuyén dén cdy con bén trai cua thv, (ky) ;

(3). Néu thvy, (k) . thv.(c;) = O thi thuc hién so sanh tiép véi thvy (k) :

- Néu thv,, (k,) . 1thv.(c;) > 0 thi chuyén dén cay con bén trai cua thvy, (k,) ;

. Xy)thtaman [ < X; < h;
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- Néu thv,, (ky) . thvg(c;) < 0 thi tiép tuc so sanh véi thvy (k) , thv, (ky) , ... thvy,(ky,) nhu &
budc (2) va budc (3);

(4). Lap lai cac budc trén trong mdi cdy con cho dén khi duyét t6i nit 14;

(5). Gia st sau khi két thuc budc (4), qua trinh duyét diung ¢ node 14 thir i co ciu trac

(leafprevious., < lhvb (kl(l)) PtTrowi(l) >, < lhvb (kz(z)) ptrrowi(z) >, < lhvb (kl(3))' ptT‘_T‘OWL-(3) >

, < thvy (kyon' 1)), PEF_row; g1y >, < thvy(kyanry), ptr_row; N>, leaf next;). Khi do:

i(m

(5.1). Bat dau tr bo <thb(kl(1)), ptr_row;y > néu lhvb(kl(l)).thC(cl)Z

0 and thv, (kz(1))- thv,(cp,) < 0 thi thyc hién tiép budc (5.2), nguoc lai ding budc (5);
(5.2). Xét bd < thy,, (kl(l))) ptr_row;(qy >, truy Xuat vao danh sach lién két Listyqy = {rowy,
TOWy, ..TOWy, ..., TOW,} dugCtré béi ptr_row; sy,
(5.3). Duyét tuan ty tng phén tir cia danh sach lién két List;;y. V&i mdi phan ti row; = <
row(ID), thv,(v,), ptr_row_next > kiém tra:
- Néu thv, (v). thv,(1) = 0 and thvy, (v).1hv.(h) < 0 thi tra Vé gi4 tri row(ID);
- Nguoc lai thi bo qua row;r va tlep tuc 1ap lai qua trinh kiém tra ¢ trén véi cac phan tir ké tiép
trong danh sach cho dén khl ' =n'; ’
(5.4). Ldp lai buéc (5.1) dén budc (5.3) doi voi cac b < ki), ptr_row;) >,
< Kigz), Prrowicsy > ... <), PEF_ oWy >,
(5.6). Lap lai budc (5) dbi véi cac node lathiri +1, i +2,..., n
(6). Tham chiéu cac row(ID) tim duoc vao RE dé tim ra cc ban ghi ma théaman [ < X, < h;
(7). Tra vé tap cac ban ghi md théaman I < X, < h;
3.7. PHAN TiCH BAO MAT CUA LUQC PO ESIT-SSE
V6i cac dic tinh trong dong trong thiét ké cua luge dd d& xuit véi nhitng luge do trude d6 thi ESIT-
SSE duoc coi dap ing md hinh bao mat IND-CKA2. Sau day 1a mét s6 phan tich bo sung ESIT-SSE.
3.7.1. Vén dé ro ri thong tin tinh va dong

R0 ri thong tin tinh dwoc hiéu 1a ké gian (goi tat 1a A) khai thac dugc cac thong tin dua trén nhimng kién
thirc dd c6 vé ban rd va ban ma. Ro ri thong tin dong duoc A khai thac thong qua viéc quan sat cAu triic mau
truy van va tap két qua tra vé& két hop ciing mét s kién thuc biét trudc vé ban rd, ban ma.

3.7.2. Phan tich bao mat NewBucketIndex ‘ ’ 9 ‘

Vi cach xay dung Bucket bao toan thir te va khong nap chong, s€ rat kho dé dam bao cac gia tri vé

phuong sai (¢2), entropy (H) va d6 léch phan phéi xac suat (pvd) ddng thoi téi vu duoc. Giai phap xay dung
Bucket dat d6 bao mat cao nhat phai 1a nap chong gia tri giita cac Bucket va khong bao toan thir tu. Tuy nhién,
thuat toan xay dung rat phic tap, hiéu ning truy van thap va khong hd trg truy van khoang do khong bao toan
dugc thi tu cac Bucket. Vi vay, cac NewBucketIndex dugc thiét ké nap chong nhung van bao toan thi ty dé
cb gang nang cao kha ning bao mat nhung van giir duoc loi thé trong bién doi diéu kién truy van khoang va
thuc thi tim kiém trén cac cau trac phat trién tir cdy B* Tree. Luan 4n thir nghiém cac gia tri o2, H, pvd theo
hai phuong phap tao khac nhau: Phwong phdp 1. Tao 3 Buckets tuan ty va khong nap chong; Phuwong phdp
2. Sir dung thuat toan BuildNewBucketIndex tao 6 Buckets tuin tu va nap chong

Bang 3.1. So sanh o2, H, pvd giita hai phuong phap tao Bucket

Bucket a? H pvd
B1 4.5 0.986 32
B2 7.5 0.971 50
B3 148 0.869 1250
NB1 81 0.811 648
NB2 5.3 0.914 32
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NB3 8.9 1.5 389
NB4 36.3 0.971 242
NB5 208.3 0.915 1250
NB6 1682 1 6728

Tir Bang 3.1, c6 thé thdy hau hét cac gia tri 02, pvd do dugc trén cac Bucket tao boi phwong phap 2
déu c6 gia tri cao hon so v6i phuong phép 1.

3.7.3. Phin tich bao mat vector giau tin IHV

Mot s6 phuong phap phan tich ma ké gian thuong st dung dé khai thac thong tin tir IHVgom:

- Théng ké tan suat xuat hién cua cac vector m,m dé doan vector nao xuét hién nhiéu nhat hozic
it nhat, qua d6 suy luan duoc gié tri b, ¢ twong tng. Tuy nhién do tac dong ciia cap s6 ngau nhién (7, 7.) nén
cling mot gia tri rd b hoac ¢ & c6 nhiéu trang thai vector m, U—OC) khac nhau. Cach nay khong kha thi.

- A phén tich ndi dung trong cac vector nhing m, m va ¢b gang du doan cap vector truc giao (U_b),
U,) ¢6 chidu dai k — 2. Bing phuong phép tim wéc chung 16n nhit ¢é géng tim cap vi tri (pos1, pos2). Dé
tim dugc 2 Vi tri trong k Vi tri, ta can toi k(k — 1)/2 phép thir. Vi vay, luan an dé xuat sir dung thém cip ma
tran bi mat (M, M,) dé bién déi UO,, UO, thanh c4c vector gi4u tin U—Ol’;’{, W bao mat hon.

Dé phan tich kha nang chéng ro ri thong tin tir U—Ol’;’{, W, luan an xét gia thuyét tan cong biét trudc
ban ro. Khi d6 A biét trudc tap vector (U0,, UO,) v tap vector (W, UOM) tuong (ing. Muc tiéu cin tim ra
kho4 1a ma tran bi mat M kha nghich ¢& kxk. Viéc tim M twong duong tim M, trong phuong trinh U0} =
Myx UO,. Vi UOY, U0, 14 cac ma tran ¢& kx1 dwoc chuyén doi tir vector W va UO,. C6 vo s6 ma tran
M,, thoa man phuong trinh, véi mdi cap (UOM, U0,) duoc quan sat, ké gian cling nhan dugc vo sé M), khac
nhau. R3 rang viéc tim ra M chinh xac (luu trit tai Proxy) tir vo s6 cac My, ndi trén 1a mot thach thirc 1on.

3.7.4. Phan tich bao mat ciy IHV_B*Tree

Céu triic ctia cay IHV_ B* Tree duoc xay dung theo thuat toan Build_IHV_B™* Tree dap ung viéc chdng
ro ri thong tin trén CS khi ké gian ¢6 géng khai thac mdi quan hé giita cac khéa trong mdi nut va giita cac nit.
Cu thé: M&i khoa (NewBucketIndex) trong cac niit cua cdy c6 thé dai dién cho nhiéu gia tri rd v; khac nhau
va nguoc lai. Thi tu ting dan cia cac khod l1an can nhau trong mdi nut s& khong phan anh hoan toan su chinh
xac vé thir tu gitra cac gia tri rd v; ma khoa d6 dai dién. Tuwong tu, mbi quan hé vé do I6n cia khoa gitra nit
cha va nat con hoac gitra cac nit 1a v4i nhau cling khong phan anh chinh xac viéc tha tu cac gia tri rd v; ma
cac khoa do dai dién. Néu ké gian dua trén thir tu khoa trén cac nut 14 dé suy dién ra thir tu cac ban ghi ma thi
khong c6 cin ct boi hai 1y do: thir nhat cac ban ghi cung chira mot gia tri v; hoan toan c6 thé nim trén cac
danh sach lién két cta cac nut 14 khac nhau; thir hai thir t cac ban ghi trong danh sach lién két tai mot nut 14
dugc sap xép ngau nhién.

3.8. THUC NGHIEM VA PANH GIA HIEU NANG CUA LUQC PO ESIT-SSE

3.8.1. Chuin bj diéu ki¢n thwc nghigm

Thoi gian truy véan: dugc do duya trén bbn pha: Pha 1 (P1): gom téng thoi gian giri cau 1énh truy van
tir ClientSite 16n Proxy, thoi gian bién d6i didu kién truy van trén Proxy va thoi gian giri didu kién truy van sau
khi bién d6i dén CS; Pha (P2): thoi gian truy van va tra vé tap két qua dit liéu m trén CS; Pha (P3): thoi gian
giri tap két qua dir liéu ma tir CS vé Proxy; Pha 4 (P4): thoi gian giai ma tai Proxy va thoi gian tra két qua
cudi cung vé ClientSite. Sum4P: tong thoi gian thuc hién cua 4 pha (P1+P2+P3+P4).

Kich ban thir nghiém: St dung 3 kich ban, gom: Kich bdn 1. Xay dung cdy B+Tree cho cac
NewBucketIndex va truy van khoang truc tiép qua viéc duyét cay nay; Kich bdn 2. Truy van truc tiép qua so
sanh véi cac gia tri IHV tai cac ban ghi dit liéu; Kich ban 3. Truy van qua giai phap cua lwgc dd ESIT-SSE.
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Dir liéu thir nghiém: Luéan an st dung dir liéu c6t L EXTENDEDPRICE cua bang LINEITEM trong
CSDLQH TPC-H cho cac kich ban thir nghiém. Thyc thi cong cu DBGen dé sinh lan luot 100 ngan, 500 ngan,
1 triéu, 2 triéu, 4 triéu va 8 triéu ban ghi cho LINEITEM. Xay dung CSDLQH ma TPC H_CS trong do6 cé
bang LINEITEM_CS véi truong dir liéu ma héa L EXTENDEDPRICE_E.

3.8.2. Thuc nghiém va danh gia hiéu ning tim kiém

Ludn an chon tham sé m = 2000 (sé luong NewBucketIndex) cho Kich ban thtr nhat va Kich ban thi
ba. Chon tham sé k = 10 (chiéu dai IHV) cho Kich ban thtr 2 va Kich ban thir ba. Két nhu Hinh 3.5.

KICH BAN 1 (M = 2000) KICH BAN 2 (K = 10)
] el P2 ~P3 ——P4 —4—Sum4d P ——Fl —a—F2 —P3 —— P4 —4e—Sum4 P
100 100
e
10 10 //‘_—‘./‘
0,1 0,1
e e e & & Py & - e PY & *
0,01 0,01
100K SO0K im 2m 4 2 M 100K SO00K 1 2mM 41 2
@) (b)
KICH BAN 3 (M=2000, K=10) SO SANH 3 KICH BAN
——Fl ——P2 P3 —¢—P4 —e—Sum4P ——3Sum 4 P (S1) —@— Sum 4 P (S2)
100 Sum 4 P (83)
i 100
10 =
— =3
1 =
10
01 ——
0,01 1 &
100K SO0K 1M 2m 41 M 100K SO00K 1m 21 4 am
© )

Hinh 3.5. Panh gia thoi gian thyc thi 4 pha trén 3 kich ban thi nghiém
Luan 4n tiép tuc thir nghiém Kich ban 3 bang viéc cho bién dong mot trong hai tham s m va k khi truy
van trén 1 triéu ban ghi. Két qua thir nghiém nhu Hinh 3.6.

KICHBAN3(K=10, M = {1000, KICHBAN 3 (K={5, 10, 20, 40,
2000, 4000, 8000, 16000}, 80}, M = 2000, NUMBER_RECORD
NMUMBER_RECORD = 1000000 = 1000000)
——Fl —8—P2 —&—PF3 P4 —4—Sumd P ——Fl —8—F2 —a—F3 P4 —s4—Sumd P
12 14
: Y
2 12 L
10 ’\ . -
_ - \ 10 \ -
8 —~_ — I BT s i T
e, — 8 ; T
& — -
- 6
|
% 4
% 2
0 & v ¥ > > u} & & & - v
1000 2000 4000 2000 16000 s 10 20 40 20
(a) (b)

Hinh 3.6. Danh gia thoi gian thuc thi luoc d6 ESIT-SSE khi thay dbi k, m
3.9. So sanh hi¢u qua lwge dd ESIT-SSE véi mét s6 nghién ciru
Trong phan nay luan 4n tiép tuc 1am rd hon cac danh gia vé tinh hidu qua giira cac giai phap trén goc
nhin tong hop va ddi sanh:

Ddnh gid chung: Cac cong trinh d3 liét ké déu tiéu biéu va lién quan t6i van dé truy van khoang trén
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dir liéu s6 ma hoa, dugc ding trén cac nha xuét ban/tap chi uy tin, trong dé nhiéu tai lidu cap nhat duoc tinh
hinh trong 5 nam tr¢ lai day; Cau trac dix lieu hd tro xay dung chi muc trong lugc dd ESIT-SSE ¢6 tinh moi
S0 V&i cac cong trinh lién quan khi d& xuét va sir dung két hop NewBucketIndex, IHV va ciy IHV_B* Tree.

Ddnh gid vé lwpc do ESIT-SSE khi so Véi cdc céng trinh lién quan: Cic thuat toan
Transform_ComparisonOperand_To_IHV va Transform_RangeQueryCondition déu khai thac dir liéu tir
Bang 3.1 nén lugc dd ESIT -SSE khong ton nhiéu chi phi vao qué trinh giao tiép cling nhu tinh toan tai Proxy
hay Client. Chi phi tim kiém chu yéu tap trung tai CS qua viéc thuc thi thuat toan
RangeQuery_On_IHV_B*Tree. Trong d6, qua trinh duyét cdy dén cac nut 14 c6 chi phi twong tu duyét cay
B+Tree véi d phirc tap trung binh 0(logNy,), qua trinh duyét cac LIST trén cac niit 14 vira tim kiém duoc c6
chi phi ¢c& O(Ny,,). Nhu vay voi tong chi phi tim kiém tai Server ¢& O(logNy, + Ny,) dugce dénh gi 14 rat tot
khi so sanh v6i cac cong trinh khac trong bang. Xét vé s vong giao tiép dir liéu gitta EU — PROXY - CS khi
truy véan thi ESIT-SSE ciing cho thay wu thé khi chi tén 1 vong. V& kha nang chéng ro ri chi muc va mau truy
van ciing dat yéu cau. Qua d6 thém mat 1an nira chi ra tinh hiéu qua cia luoc d6 ESIT-SSE.

3.10. KET LUAN CHUONG 3

Chuong nay dé xuat lwoc d6 ESIT-SSE va quy trinh trién khai trén md hinh DAS-PROXY cho phép
truy van khoang hiéu qua dir liéu sé trong CSDLQH ma. Theo d6 ndi dung trong tam 1a xay dung chi muc
NewBucketIndex, vector giau tin IHV va cau tric dir liéu IHV_B+ Tree nham tao ra giai phap truy van khoang
c¢6 nhiéu vu diém trén cac tiéu chi vé: biao mat, hiéu nang va kha thi trién khai. Cu thé:

- Cac NewBucketIndex dugc xdy dung dam bao nguyén tic nap chong nhung van bao toan thir ty. Diéu
nay cho phép cac NewBucketIndex ting cudng bao mat, hd tro ting toc truy van qua cac cau triac nhu B+Tree
va giam bot ban ghi duong tinh gia tra vé. Tuy nhién tinh chit bao toan tht tw vAn gy ro ri thong tin cho
NewBucketIndex. Dé giai quyét van dé nay, cac NewBucketIndex tiép tuc duoc bién ddi thanh vector gidu tin
IHV véi kha ning che gidu thir ty nhung van hd trg co ché so sanh bao mat. Dé tang hiéu qua tim kiém dua
trén tinh chét bao toan thir tw cia NewBucketIndex va bao mat cao cua IHV, ciu tric IHV_B+ Tree dugc xay
dung cho phép truy van khoang thong qua thao tac duyét cay tdc do cao thay vi thuc hién quét toan bd cac ban
ghi trong bang cia CSDLQH ma.

- Tinh kha thi dugc ké thira tir cac lgi thé trién khai ciia mo hinh DAS-PROXY, hd tro truy van véi mot
s6 1énh mé rong va cho phép thay dbi cac tham s tac dong lién quan. Trong khi d6, tinh bao mat (kha ning
chéng ro ri thong tin chi muc, mau truy van) va hiéu ning (két qua tra vé khong du thira, thoi gian thuc thi, do
phtc tap tinh todn, s6 vong giao tiép) duoc lam rd qua cac kich ban tan cong, kich ban thyc nghiém va bang
so sanh véi cac cong trinh tiéu biéu lién quan.

Bén canh cac vu diém da néu, thi luoc dd ESIT-SSE ciing con ton tai mot sé han ché nhu sau:

- S6 lvong m Bucket cang 16n thi d6 bao mat caa NewBucketIndex cang giam va nguoc lai. Néu diéu
chinh m nho, mot NewBucketindex s& dai dién cho nhiéu gia tri ban rd hon va kéo theo s6 phan tir caa mdi
List;(j) gan v6i timg nit 14 (trong Thuat toan 3.4: Build_IHV_B*Tree) ting 1én lam chi phi duyét cay ton kém
hon.

- Céc phan tir trong mdi danh sach List;) dugc sap xép ngau nhién nham ting cudng tinh bao mat,
nhung lai lam thao tic duyét tim cac phan tir m trong danh sach ma thoa mén diéu kién truy van khoang
s& phurc tap hon so v6i mot danh sach da dwoc sap xép.

- Tham s6 k cang 16n cang ting kha ning chdng ro ri cua vector IHV, tuy nhién kéo theo chi phi luu trit
vector [HV ciing tang cao va chi phi duyét cay cling bi anh huong.
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KET LUAN VA HUONG PHAT TRIEN

A. Cac két qua dat dwoc cia luan an

1) Ap dung thanh céng mé hinh DAS-PROXY dé trién khai thong nhat cho hai lugc dd DIQ-SSE va
ESIT-SSE d& xuét trong luan an. Méay chu Proxy trong mé hinh cho phép: quan 1y va luu trit an toan céc
khoa/metadata/thudt toan bi mat; giam tai cho thiét bi cudi ciia EU; va hd trg cac van dé mo rong lién quan toi
van hanh. M6 hinh DAS-PROXY dam bao tiéu chi “tinh kha thi trong trién khai” khi xét ti hiéu qua cia cac
lwge dod dé xuét trong luan an.

2) Bé xuat luge d6 DIQ-SSE hd tro truy van chudi con hiéu qua trong CSDLQH mi. Cac diém dong
gop gom: dé xuét cac ciu tric dir liéu méi nhu “Tap cac cap ky tu két ndi phan biét theo khoang cach trén
chudi r3” hay “Tép cac mang nhi phan biéu dién vi tri ky tu cua chudi rd” dé xay dung cap chi muc
Index1, Index2 hd trg tim kiém; d& Xuat quy trinh truy van hiéu qua va cac thuét toan lién quan trén cap chi
muc Index1, Index?2.

Tinh hiéu qua cia luge dd DIQ-SSE dugc dénh gia qua phan tich cac kich ban tin cong, kich ban thuc
nghiém trén s6 luong ban ghi Ién cia CSDL TPC-H ciing nhu qua so sanh twrong quan voi cac cong trinh tiéu
biéu lién quan. V& bao mat: cac chi myc va mau truy vin c6 kha ning chdng ro i théng tin ban rd; V& hiéu
ning: ghi nhan wu diém V& ty 18 loc, ty 18 18i va thoi gian thyc thi truy van va quy trinh truy van tuan tu tan
dung duoc loi thé cua cac chi muc. Bén canh d6, qua trinh truy van chi sir dung 1 vong giao tiép dit liéu tir EU
dén CS véi do phirc tap tim kiém ¢& 0 (k) trén Index1 va 0 (2. Lyypser) trén Index2. V& hd trg dang thic truy
van pho bién: cho phép thuc thi chudi “LIKE '% substring %'”. Ngoai ra luge dd cho phép diéu chinh cac
tham s6 u, m tac dong dén hiéu ning, bao mat va khong gian luu trit, qua d6 thé hién tinh kha thi caa lugc db
DIQ-SSE trong trién khai thyc tién.

3) Dé xuat luoc d6 ESIT-SSE hd tro truy van khoang hiéu qua trén dit liéu sb trong CSDLQH ma. Céc
diém méi trong noi dung dé xuat gom: xay dung chi muc NewBucketindex, vector gidu tin (IHV) va cay
IHV B+ Tree; xay dung quy trinh va cac thuat toan hd tro truy vin khoang trén cay IHV B+ Tree.

Tinh hiéu qua ctia luge dd ESIT-SSE dugc danh gia qua phan tich cac kich ban tan cong, kich ban thuc
nghiém trén s6 luong ban ghi Ién cia CSDL TPC-H ciing nhu qua so sanh twrong quan véi cac cong trinh tiéu
biéu lién quan. V& bao mat: cac chi muc NewBucketIndex, vector IHV, cay IHV_ B+ Tree va mau truy van co
kha ning chdng ro ri thong tin ban rd; V& hiéu ning: hd tro 1 vong giao tiép duy nhat gitta EU voi CS; thuat
toan duyét ciy IHV_B+ Tree toc do cao (d6 phuc tap ¢ O (logN,, + N,,.)) gitp giam dang ké chi phi thoi gian
truy van. Vé hd trg dang thic truy van pho bién: cho phép thuc thi chudi “X, Between Il And h”. Ngoai ra
lugc dd cho phép diéu chinh cac tham sé k, m tac dong dén hiéu ning, bao mat va khong gian luu trit, qua d6
thé hién tinh kha thi cta luge dd ESIT-SSE trong trién khai thuc tién.

B. Huéng phit trién cia luin dn

Ngoai cac dong gop da dugc trinh bay, NCS nhan thiy con mot s6 ton tai trong luan an cling cac van dé
mé rong khac ciing nén dugc quan tim giai quyét gitip hoan thién hon cac luoc d6 di d& xuét. Cu thé:

- Nghién ciru tdi wu chi phi khong gian luu trix chi myc.

- Nghién ctru dam bao chéng tin cong mau truy cép trén CS (Access pattern).

- Nghién cuu tiép tuc da dang hoa thém cac diéu kién truy van.

- Nghién ctru cac van dé mé rong khac trong trién khai van hanh cac lugc d6 nhu: doi khoa, bién dong

dir liéu, can bang tai, ...
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