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MO PAU

1. GIOI THIEU

Dam bao chat lugng phan mém doi hoi danh gia va phat hién
15 héng hiéu qua, cha yéu qua hai phuong phéap: dua trén tap luat
va dya trén dic trung bat thuong. Dé nang cao do chinh xéc, can
cai thién hai budc: trich xuat va phan loai dic trung ma nguon.
Vé trich xuat, luan an lya chon phuong phap dua trén d6 thi CPG
do kha niang biéu dién méi quan hé phic tap va dé chinh xac cao.
Vé phan loai, cic phuong phéap hién tai chua hiéu qua voi cac bo
dir liéu mat can bang. Do d6, luan an tap trung dé xuét cai tién ca
hai qua trinh n6i trén nham phét hién 16 hong ma ngudn tét hon
trén cac bo dir liu mat can bang.
2. MUC TIEU, POI TUQNG VA PHAM VI NGHIEN CUU
CUA LUAN AN
Muc tiéu cia luan an: Tap trung phat trién phuong phap phat
hién 16 hdng dura trén phén tich d thj dic trung ma nguon, nham
dé xuat md hinh méi giup nang cao d6 chinh xac va khic phuc
khé khan trong trich xuét, lya chon, phan loai ma nguon.
Poi twgng nghién ciu:

e Cac ma ngudn C/C++ va cac 16 hong phd bién nhur tran

bo dém, 16i ca phap, 1i con tro,...
e Céc cong nghé, k¥ thuat, quy trinh phan tich ma ngudn.
e Mot s6 hudng tiép can trong phat hién 16 hdng ma ngudn

dua trén thudt toan hoc may, hoc sau,...



Pham vi nghién ciu: Tap trung vao ly thuyét nén tang, céc
phuong phap biéu dién, phan tich, phat hién 16 hong trong ma
ngudn C/C++, dua trén cac NC di cong b trong va ngoai nudc.
3. PHUONG PHAP NGHIEN CUU

Luan an két hop nghién ctu ly thuyét va thuc nghiém, trong
d6 1y thuyét phuc vu cac nhiém vy cu thé sau:

e NC nén tang ly thuyét vé phat hién 15 hdng ma ngudn;

e NCnén tang ly thuyét vé hoc may, hoc sau cho luén én;

e Khdo sat, danh gia cac dé xuat, giai phap di c6 cho phat

hién 16 héng ma ngudn, trén co so d6 tong hop cac uu
diém, nhuge diém lam co s& cho dé xuit cua lun an;

e Lua chon, dé xuét cac dic trung, xay dung cdc mé hinh

phat hién 15 hong ma ngudn dua trén CPG.

Phuong phap thyc nghiém duoc stir dung trong luan an:

e Khao sat cac tap dir liéu vé 15 héng va lya chon tap dir

liéu phu hgp cho thuc nghiém;

e Thir nghiém va so sanh cac mé hinh phat hién 15 hong

duge dé xut v6i cac md hinh hién co.
4. CAC PONG GOP CUA LUAN AN

Luén &n c6 hai dong gop chinh d6 la:

Pong goép thir nhat caa luin an 1a dé xuat phuong phdp két
hop ROBERTa va GCN trong trich xudt cac ddc trung quan trong
tir CPG, cuing ky thudt can bang dzz lidu, nham nang cao hiéu qud
phan tich va phat hién |6 hong ma nguan.

Pong gop thir hai caa luan an 1a dé xudr huong tiép can
méi giira mang do thi hoc sAu GGNN trong trich xudt ddc trung
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M& nguon Va phwong phdp hoc tiwong phan, givp ning cao do
chinh xac trong phat hién 16 héng ma nguan, mé ra tiém nding dp
dung cho cac bai toan phan loai khéc.
5. BO CUC CUA LUAN AN

Chuong 1. Tong quan vé 16 hong ma nguén va van dé
phat hién 1§ hong ma nguén

Chuong 1 trinh bay tong quan vé& 15 hong ma ngudn, gom
khéi niém, phan loai, anh hudng, cac phuong phap biéu dién va
phét hién, ddng thoi khao sat nghién ctru trong va ngoai nudc 1am
co s& dé xuit cho luan an.

Chuong 2. D¢ xuit phwong phap phat hi¢n 16 hong ma
nguon dwa trén md hinh két hop

Chuong 2 trinh bay mé hinh két hop méi gém hai nhiém vuy:
trich xuit dic trung ma ngudn bang mang do thi va xu Iy ngdn
ngit tu nhién, cung k¥ thuat sinh dit liéu; cudi chuong 1a phan
thuc nghiém va danh gia mé hinh.

Chuwong 3. Cii thién hiéu qua md hinh phat hién 18 héng
ma& nguon dwa trén k¥ thuat hoc biéu dién

Chuong 3 dé xuat huéng tiép can méi nham cai thién trich
XUt ddc trung ma ngudn bang GGNN va phét hién 15 hong qua
hoc tuong phan. Noi dung gom: kién tric mé hinh, ly thuyét hoc
biéu dién, ky thuat can bang dir liéu qua phan phéi Bernoulli
trong tAng Dropout cua mang CNN, va phan thuc nghiém danh
gia.

Phan cudi cung cua luan &n chinh 12 mot sé két luan va dinh
huéng phat trién nghién cau tiép theo.
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CHUONG 1. LO HONG MA NGUON VA VAN DPE PHAT HIEN
LO HONG MA NGUON

Toéng quan vé 16 héng ma nguon C/C++

Pinh nghia 1.1. L5 hong phan mém la nhiing diém yéu trong
qué trinh phan tich, thiét ké ma nguon hodc vdn hanh hé théng
ma ké tan cong c6 thé loi dung dé gay ra sir 6 mat an toan trong
trien khai phan mém.

Nhiing ké tan cdng sé loi dung nhiing sai sét nay dé lam mat
an toan cua hé thong.

Pinh nghia 1.2. L hong ma nguon 1a nhitng diém sai sot
trong ma Idp trinh cia phan mém, c6 thé bj khai thdc d@é gay hai
cho hé thang hodc nguoi dung.

Phan mém I6n thuong do nhiéu nhém phat trién vai cong cu
khéc nhau, d& din dén sai sot tiém an — nguyén nhan gay ra 15
hong phan mém.

Theo Grampp va Morris cing McGraw, c6 thé phan loai 16
hdng phan mém theo hai dic tinh ky thuat hay mac ma ngudn:

1. Phan theo dac tinh k¥ thuat: Dua theo ba tiéu chi: (i) khu
vuc phat sinh 18 héng; (ii) cac khiém khuyét cua hé
thong thong tin; va (iii) vi tri xuét hién cac 15 hong.

2. Phan loai 16 hong theo mirc ma ngudn: Tap trung phan
tich, phat hién cac 16 hong dua trén ma ngudn mg dung.

Mot s6 16 hong phé bién thuong gap trong C/C++ dudi day

Bang 1.1. Danh sach 16 hong ma nguon phd bién trong C/C++
TT L6 héng C/C++ Giai thich

1 | Buffer OverFlow L4i tran bo dém
2 Insecure Data Storage Luu trix dit liéu khdng an toan.




Dynamic memory errors

Quan ly khdng chinh xac b nhé
d6ng va con tro dong

Invalid conversion

Ep kiéu sai

Sotfware Bugs L3i trong phan mém
%?;:;t convert ‘typel’  to Truyén sai kiéu tham sé cho ham

Format string vulnerabilities

L3i vé dinh dang cua chudi

O[N] O (O~ W

Insecure cryptography

Mat md khéng an toan.

Vin dé phat hién 1§ hong ma ngudn C/C++

Thuong dya trén hai phwong phap chinh:

1.Phét hién 16 héng C/C++ dwa trén diu hiéu: Bang cich
so khép véi dit liéu 16 hong da biét, qua cac phuong phap

nhu d6i chiéu mau, phén tich tir vung, phén tich ludng dir

liéu, cung cac cong cu Flawfinder, KLEE,...

2.Phat hién dua trén dic trung bt thwong: Thuong phan

tich, du doan bé“lng mot s6 thuét toan hoc may, hoc sau

Céc nghién ciu lién quan

Duéi déy l1a bang danh sach thdng ké cac cong trinh nghién

ctru dugc cong bd trong 5 nam trd lai day:

Bang 1.5. Danh sach cac nghién ci:u vé phat hién 16 héng ma nguon

P& xuit Phu:o'ng pl:ap Cazl t?img Thqu,lt toa_n
trich xuat dir liéu phén loai

Chakraborty va cong GGNN SMOTE MLP va
su [59] triplet loss
C‘hunys)ng Zhang Graph Attention SMOTE Metrlg
cung cong su [65] Network Learning
Xiansheng Cao va cac GCN cho CPG Khon Softmax
cong su [56] BIiLSTM cho AST 9

Wenjing Cai va cac | Chuyén dbi dd thi

Khéng TextCNN

cong su [102] CPG

Ruitong Liu cung R . .
ddng nghicp [51] CodeLM + GNN Khéng Sigmoid
Amanpreet Singh N Fully-
Saimbhi [54] CNN cho CPG Khong connected




Toéng quan kién trdc md hinh phan loai 16 héng ma nguén

Mi ugufm
(C, C++)
M

Bitu dién
—» mingudn
2)

Trich xuat
.| dac trung cua

ma nguén

3)

Phin loai ma
nguon

(€3]

<

Két qua binh thuimg

)

Két qua bat thuémg

(5)

Hinh 1.2. M6 hinh téng quéat bai toan phat hién 16 hong ma nguon
Dua trén hinh 1.2 ¢6 thé thay tir khdi (1), khdi (2) 1a qua trinh
chuan hoé va phan tich m& ngudn théng qua viéc biéu dién ma
ngudn dudi dang CPG. Diéu nay gilp cho viéc biéu dién céc

thdng tin thugc tinh cia ma ngudn nhu bién, ham,... duoc dy da

hon. Qua d6 loai bo dwoc cadc doan ma du thira nhu cac khoang
trang, cac ky tu dic biét, cac dong chu thich,... Khéi (3) la trich
Xuit ddc trung ma ngudn, cé thé st dung mot sb phuong phap
phd bién nhu Word2Vec, RoBERTa, DGCNN, GCN,
GGNN,...Khbi (4) la phan loai ma ngudn, c6 thé sir dung mot s6

ham nhu Fully Connected, Softmax,...

Biéu dién ma ngudn

Xeét vi du dudi day vé doan mé ban dau:

G+ Ex_Graphembedde.cpp

1
2
3
4
5
6
7
8
9

10

##in:lude <iostream>

using namespace std;

void foo()
{

int x = source();
if (x < MAX) {

int y = 2 * x;

sink(y);

¥

Hinh 1.3. Poan md ban dau cia mét chuong trinh

Tir doan ma (hinh 1.3), biéu di®n ma ngudn vé dang db thi:

1. Biéu dién mi ngudn voi AST



Pinh nghia 1.3. Cay cl phap triru tuong AST la cy biéu
dién ciu tric cu phéap cua ma ngudn, duoc xay dung sau khi
chwong trinh dugc phén tich ¢t phap nhung bo qua cac chi tiét
khong can thiét nhu ddu ngoic, dau cham phay...

2. Biéu dién ma ngudn voi CFG

Pinh nghia 1.4. D6 thi ludng diéu khién CFG la mér do thj
¢6 huéng, trong d6:méi dinh dai dién cho mgt khoi ma, mét chudi
cac cau Iénh lién tiép khong c6 nhanh ré; méi canh dai dién cho
kha ndng chuyén hwong thuc thi tir khoi nay sang khoi khac.

3. Biéu dién ma ngudn véi PDG

Pinh nghia 1.5. D6 thi phy thugc chuong trinh PDG g do
thi biéu dién céac phu thugc dir liéu va diéu khién giia cac thanh
phan ma nguon, gitp hiéu rd luong théng tin va diéu kién thuc
thi trong chuong trinh.

4. Biéu dién mi ngudn v6i CPG

Pinh nghia 1.6. D6 thi ddc trung ma ngudn CPG la mgr do
thi ¢é hwéng, biéu dién céc thyc thé ci phéap, dir lidu va dieu
khién trong chwong trinh phan mém, dwoc thiét ké d@é phan tich
bao mdt, hoc may va truy van ma nguon.

ENTRY ) - D ~(rren ) € o(pecL ) b, —o(ca )-e—( Exm )

HED & ] 20 a .

Hinh 1.7. Biéu dién ma nguon vé dang CPG
Mot CPG bao gom céc thanh phan biéu dign chinh:



e CAac nut va kiéu nat: Cac nut trong CPG dai dién mot
thanh phan trong m& ngudn nhu 16p, phuong thuc,...
e Canh c6 huéng danh nhén: Biéu dién quan hé giita cac
thanh phan chuong trinh thong qua cac niit twong ng.
e Céc cap key-value: Cac nat chira cac cap thugc tinh key-
value noi cac key hop 18 phu thuoc vao kiéu nit.
Trich xuét dic trung mi ngudn duéi dang CPG
Dé trich xuat dic trung tir CPG, cac nghién ctru thuong ding
mang d6 thi hoc sau nhu GCN, DGCNN, GGNN,...
Can bang dir liéu
Mot sb ki thuat nhu: ki thuat giam mau 16p da s6; ting mau
I6p thiéu s6; hay tang mau ngau nhién; ky thuat SMOTE.
Phan loai ma ngudn
Mot s6 phuong phap, ham phan loai phd bién nhu: phan loai
dua trén hoc may, hoc twong phan, ham tuong phan,...
Két luan chwong 1
Chuong 1 da trinh bay tong quan vé 15 héng ma nguon, dic
biét m& nguon C/C++, lam r3 tinh cip thiét cia viéc phat hign
sém céc 16 hong. Két qua phan tich giup xac dinh muc tiéu, dinh
huéng nghién ciu, 1a co sé cho dé xuat & Chuong 2 va 3 tiép theo



CHUONG 2. PE XUAT PHUONG PHAP PHAT HIEN
LO HONG MA NGUON DUA TREN MO HINH KET HQP

Co sé khoa hoc ciia dé xuit

Ludn dn dé xuat két hop RoBERTa va GCN dé khai thac hiéu
qua ddc trung trén CPG, dong thoi sir dung kj thudt BDC (BDC
1a ky thugt sinh diz ligu méi cho 16p thiéu so thong qua phan phoi
Bernoulli trong tang Dropout ciia mang CNN) thay thé SMOTE
nham sinh diz lidu theec té va giam nhiéu.

Pé xuat md hinh GRB trong phat hién 16 héng ma nguon
Kién trdc tong quéat caa md hinh GRB

i
! Pha 2: Xay dyng hb so

| dic trmg md ngudn l l l
]
]
i
i

I Clndn hod dic tnmg canh | I Chudn hod dic tnm dinh | | Chuéin héa mi ngudn trén dinh |:

Pha 3: Cin biing dir lién

Hinh 2.1. Cac thanh phan va nguyén tac hoar déng ciia md hinh GRB

Nguyén tdc trich xudt théng tin ciza md hinh GRB

Luan an dé xuat chuan h6a ma ngudn thanh CPG dé thuan
tién trich xuat dic trung. Pinh va canh duoc ma hoa bang one-
hot; doan ma trén dinh duoc nhing bing RoBERTa. Cac dic
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trung sau d6 dugc tong hop va dwa vao GCN dé trich xuat ho so
hanh vi ma nguoén. Pay 1a huéng tiép can méi gidp trich xuat
dugc day da hon cac thanh phan dic trung tir CPG.

Xay duwng hé so dic trung ciia ma nguon dua trén CPG

Qua hinh 2.1, viéc xay dung hd so dic trung cua ma ngudn
chinh 1a sy két hop chuan hoa dic trung canh va tong hop thong
tin cia dinh. Tir d6 dua qua GCN dé trich xuat cac dic trung.

1. Xay dung ho so dic trung tir tong hop thong tin dinh

e Sir dung RoBERTa dé trich xuét dic trung ngit nghia va
¢t phap tir ma trén dinh CPG gdm: (1) tién xir Iy va huan
luyén lai BPE phu hop; (2) mad héa ma ngudn thanh
vector dic trung qua tang nhung va encoder.

e Dac trung dinh (IfStatement, Variable, Return,...) duoc
one-hot hoa thanh ma tran kich thuéc NxK.

2. Chudn hoa dic trung canh: Cac canh CPG (AST,
ControlFlow,...) dugc one-hot hoa vdi chi s riéng, biéu
dién quan hé dinh biang vector nhi phian dé GCN nhan
dién ludng thong tin.

3. Trich xuét dic trung CPG bang GCN: Mbi 16p GCN lan
truyén va tong hop thong tin tir cac dinh lan can, st dung

AR

phép “tich chap” twong tu CNN dé trich xuét dic trung

theo cong thire sau:
1 ___ 1
HED = g (524D 2HOW®) + HO @.1)

Ky thugt can bang di ligu dya trén phan bé Bernoulli
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Pinh nghia 2.1. Phan phéi nhi phan Bernoulli mé td két qua
cua mgt phép thu chi co hai kha nang xdy ra: 1 (thanh cong) véi
Xac sudt p, va 0 (thdt bai) véi xac sudt 1- p.

Pinh nghia 2.2. Phan b6 Bernoulli trong phan loai 16 hong
ma nguon 1a mgt mé hinh xac suat mé ta kha ndang mét doan ma
cu thé c6 chira 16 hong hay khong.

Véi bién ngau nhién a, dai dién trang thai cua doan ma:

e a; = 1: doan ma c6 chira 16 hong
e a; = 0: doan ma khdng c6 156 hong

Viéc sir dung BDC cho cén bang dir liéu, biéu dién vector
x = (X1, Xp,...X%g), Mdi thanh phan x; (k = 1,2,...d) sé la:
X = Qi -Xi (2.2)
Véi a;, ~ P 1a mot bién ngau nhién c6 phan phéi Bernoulli:
Pay={, " Z] 2.3)
O mai lan thir nghiém trong bai toén sinh di liéu & 16p thiéu
s6 (tic 16p ¢6 16 hdng), phan phdi Bernoulli s&:
1. Sinh ngau nhién mét gié tri theo phan bb Bernoulli
2. Két qua tra vé 0 (khong c6 16 hong), 1 (c6 16 hong)
e V4i xac suit p, nhan gia tri 1
e V&ixac suit1- p, nhan giatri 0

Qua trinh sinh dir liéu theo Bernoulli chia lam hai budc:

Buéc 1: Chon mot xé&c suat p € [0,1]

Buéc 2: Sinh ngau nhién mot s6 x;, € [0,1], tir phan b déu
véi didu kign
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e x, < pchokétqualal

e x;, > p chokétquala0

Thuat toan 2.1: Can bang dik liéu sit dung BDC
Input: Pic trung -dac_trung
Nhén dan -nhan
Ty 16 -a
S6 lwong mau mai dugc sinh ra trén 16p thiéu sé -n
D ={}
Output: Deanpang
Function: BDC (dac_trung,nhan,a = 0.1,n = 10):
for f;,l; € dac_trung,nhan do:
if [; of lop_thieu_so do:
fort:=1tondo:
fli <
tao_du_lieu_lop_thieu_so_theo_ty_le(a)
Them f'; vao D
end
end
end
return Deanpang

Tur thuat todn 2.1 c6 thé thay:

Budc 1: Tim kiém dic trung cta 16p thiéu s6

Budc 2: Lap cac dic trung cua I6p thiéu sb, &p dung BDC
sinh di liéu véi 16p thiéu sb.

Budc 3: Thém dit liéu sau khi sinh vao dit liéu géc.

Thuat toan phéan loai

Luan an str dung ham két ndi day du dé phan loai.

M6t s6 két qua thwe nghigm
1. Pénh gia mo hinh d& xuat trén b dit liéu Verum



Bang 2.3. Két qua thuc nghiém trén mé hinh dé xuat GRB

13

M& hinh Kich thwéc | Acc Pre Rec F1
GCN + RoBERTa + BDC 512 87.58 | 39.42 | 67.07 | 49.65
GCN + RoBERTa + BDC 256 87.0 | 37.79 | 65.68 | 47.97
GCN + RoBERTa + BDC 1024 85.23 | 39.69 | 65.59 | 48.95

2. Két qua thuc nghiém 2

Ddnh gid vai tro ciia GCN déi trong mé hinh dé xudt

Bdng 2.4. Kich ban déanh gid vai tro ciia GCN trong mé hinh dé xuat

Huéng N Kich
tiép can M6 hinh thudc Acc Pre Rec F1
Pé xuit |GCN + RoOBERTa+BDC| 512 |87.58| 39.42 | 67.07 | 49.65
Thay thé | DGCNN+RoBERTa+BDC| 512 |85.67 | 39.29 | 65.24 | 49.04
GCN
bang DGCNN+RoBERTa+BDC| 256 |85.24| 39.06 | 65.12 | 48.83
DGCNN
DGCNN+ROBERTa+BDC| 1024 |85.23| 39.15 | 64.84 | 48.82
Khong |RoBERTa+BDC 512 |87.26| 38.18 | 63.81 | 47.78
sit dung
GCN RoBERTa+BDC 256 | 86.74 | 36.84 | 63.45 | 46.62
RoBERTa+BDC 1024 |87.24| 38.21 | 64.65 | 48.04

Ddnh gid vai tré ciia RoBERTa déi Véi mé hinh dé xuit

Bang 2.5. Két qua thuec nghiém ddnh gid vai tro ROBERTa

Huéng tiép can Mb hinh Acc | Pre | Rec | F1
Pé xuit luan an GCN+RoBERTa+BDC | 87.58 | 39.42 | 67.07 | 49.65
Thay the ROBERTa | o\ sERT+BDC 86.86 | 37.61 | 66.83 | 48.13
bang BERT
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Huéng tiép can Mb hinh Acc | Pre | Rec | F1
Thay the ROBERTA | -\ \word2vec+BDC | 86.22 | 37.48 | 663 | 48.03
bang Word2Vec

Thay the ROBERTA | -\ pocovec+BDC | 85.79 | 37.62 | 65.66 | 47.83
bang Doc2Vec

Khong st dung

ROBERTa GCN+BDC 82.16 | 26.72 | 54.82 | 35.93

Ddnh gid vai tré ciia md hinh két hop GCN va RoBERTa

Bang 2.6. Két qua khi khdng sir dung md hinh GCN két hop RoBERTa

M©é hinh Acc Pre Rec F1
Dé xuit caa luan an 87.58 39.42 67.07 | 49.65
GGNN + BDC 83.38 29.40 58.62 | 39.17
GGNN 83.05 28.76 58.02 | 38.46

Ddnh gid vai tré BDC trong mo hinh dé xuat

Bang 2.7. Két qua thuec nghiém ddnh gid vai tré BDC trong md hinh

Hugng M hinh Kich 1 ace | Pre | Rec | F1

tiep can thwéc

Pé xuit | GCN+RoBERTa+BDC 512 | 87.58 | 39.42 | 67.07 | 49.6

Thay GCN+RoBERTa+SMOTE | 512 | 87.05 | 37.89 | 65.5 | 48.01

the

BPC GCN+RoBERTa+SMOTE 256 87.12 | 38.22 | 66.01 | 48.41

bang

SMOTE | GCN+RoBERTa+SMOTE | 1024 | 87.52 | 39.25 | 66.67 | 49.24

Khéng GCN + RoBERTa 512 | 87.24 | 38.36 | 64.4 | 48.08

s dung

BDC GCN + RoBERTa 256 86.6 | 37.15 | 63.73 | 47.55
GCN + RoBERTa 1024 | 87.21 | 38.13 | 64.41 | 479
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3. Két qua thyc nghiém 3: So sanh mé hinh d& xuit véi 1
s6 huéng tiép can khac trén cing bo dir liéu
Bang 2.8. Két qua so sanh dé xuat md hinh lugn an véi cdc huéng tiép
cdn khac trén cung bg di liéu Verum va FFmpeg+Qume

Bo dir li¢u Huéng tiép can Acc | Pre | Rec F1
Pé xuat caa luan an 87.58 | 39.42 | 67.07 | 49.65
REVEAL 86.94 | 34.03 | 64.24 | 44.49
Russell 90.98 | 24.63 | 10.91 | 15.24

Verum
VulDeePecker 89.05 | 17.68 | 13.87 | 15.7
SySeVR 84.22 | 24.46 | 40.11 | 30.25
Devign 88.41 | 34.61 | 26.67 | 29.87
Pé xuit cia luan an 62.78 | 57.15 | 72.98 | 64.1
Russell 58.13 | 54.04 | 39.50 | 45.62
VulDeePecker 53.58 | 47.36 | 28.70 | 35.20

FFmpeg+Qume
SySeVR 52.52 | 48.34 | 65.96 | 56.03
Devign 58.57 | 53.60 | 62.73 | 57.18
REVEAL 62.51 | 56.85 | 74.61 | 64.42

Két luan chwong 2

Céc két qua chinh trong Chwong 2 gdm:

(1). D& xuat mé hinh GRB két hop xir 1y ngdn ngit tu nhién
va mang d6 thi hoc sdu nham nang cao hiéu qua trich
xuat ddc trung ma ngudn C/C++ dudi dang do thi CPG;

(2).Dé xuat k¥ thuat sinh dit liéu m&i hiéu qua hon phuong
phap truyén théng, mé ra huéng tiép cdn méi cho bai

toan can bang dit liéu, dic biét voi ma ngudn C/C++.




16

CHUONG 3. CAI THIEN HIEU QUA MO HINH PHAT HIEN

LO HONG MA NGUON DUA TREN KY THUAT HQC BIEU DIEN

Co sé khoa hoc ciia dé xuit

Ludn dn dé xudt md hinh DrCSE, két hop GGNN va hoc
twong phan véi ham mdt mdt Entropy chéo dé trich xudt va phan
logi ddc tring ma nguon CIC++. GGNN khdc phuc han ché cua
GCN va tich hgp GloVe dé cai thién biéu dién ngiz nghia. Ky
thudt hoc firong phan giup xi ly nhiéu do sinh di liéu, nang cao
hiéu qud phan logi 16 hong.

Kién trac tong quat ciaa md hinh DrCSE

Ma ngudn
= Giai doan 1: Xay dl,mg ho so diic trung ma

Giai doan 4: Giai dogn 3:
Phan loai ¢ Hoc twong phin

/N

@ o

Khong c6 €615 héng
16 hing

Hinh 3.1. Kién tric ciia md hinh DrCSE

Nguyén tic trich xuéat dic trung ciia md hinh
Trich xudt dic trung CPG trén dinh dung ham GloVe
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Sau khi biéu dién ma ngudn dudi dang CPG, luan an trich
Xuat dinh va noi dung lién quan, trong d6 mdi dinh dai dién cho
cac thanh phan nhu cau 1énh, biéu thirc, bién, ham, dinh nghia
hoic sir dung bién. Noi dung tir mi dinh (vi du: tén ham, gia tri
bién) dugc chuyén thanh chudi van ban va ma hda bing GloVe.

Quy trinh ma hoéa: (1) tién xu 1y van ban dinh, (2) chuyén
van ban thanh vector dic trung E, bang GloVe, (3) két hop E,
Vvé6i vector one-hot biéu dién loai dinh T, tao thanh vector dac
trung tong hop X,, cho dinh v. Tinh theo cong thic GloVe.

ol ®; +a; + & = log(X;;) (3.1)
Trong do:

e w;: Vector biéu dién tir muc tiéu cua tir i

e ®;: Vector biéu dién tir ngir canh cua tir j

e a; 4;: bias cua tir myc tiéu va tir nglr canh

e X;;: S6 lan tir j xuét hién trong ngit canh caa tir i

e log(X;;): logarit ctia tan suat ddng xuét hién

Dé huan luyén mé hinh, luan an ding ham mét mat sau day:

v
I= Z f(Xi). (@] @; + a; + & — log(X;;))? (3.2)
ij=1

Trong d6: f(X;;): La ham trong s dé giam anh huéng cua
c4c cap tir ¢6 tan suét cuc 1on hogc cuc nho.

Sau khi huan luyén xong: Vector biéu dign cudi cung cho
madi tir 1a téng caa 2 vector duoc thé hién qua cong thirc sau:

Embedding(w) = w; + &; (3.3)

Trich xudt déc trung CPG trén cgnh sir dung GGNN
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Pé trich xuat dugc nhitng thong tin ciia nhitng dinh nay, luan
an st dung GGNN. C6ng thirc 3.4 md ta cach thac &p dung mé
hinh GGNN cho nhiém vy trich xuat théng tin caa canh.

X, = Z(GRU(XU, Z 9Xw)) (3.4)

veEV U€EE

Trong do:

GRU(.) 1a ham hi tiép c6 cong,

X, 1a vector dai dién ctia dinh v.

g(.) ham bién d6i gidp tong hop thong tin cac dinh u chinh
14 cac dinh 1an can cua dinh v cung vector dai dién X,, tuong (ing.

Thuat toan 3.1 dudi day mé ta cach xay dung ho so dic trung
m& ngudn tir phwong phéap phan tich CPG trong DrCSE.

Thuat toan 3.1. Xay dung hd so dic trung mi nguon
Input: M4 ngudn - C
Output: Vector dic trung x4 dai di¢n cho C

Procedure:
Function graphEmbed (C):
(V,E) <« Code_property_graph (C)
forv € V do:
T, <« onehot(v.type())
C, < glove(v.code())
x, <« concat(T, Cy,)
X « x, UX
end

X' < GGNN(X,E)
xy, <« Aggregate(X’)
return x,

Nang cao hiéu qud phan logi s dung hoc twong phan
Cach thtrc hoat dong ciia phuong phap nay nhu sau:
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Gia sirta c6 tap cac diem dit licu D = {(x;, x;7,x7)}. Trong
do6, x; va x; 1a hai diém dit liéu twong dong hay c6 cung nhan, x;
va x; 12 hai diém dit liéu khac biét hay khac nhan. Goi h;, hi, hy
1an lugt 1a cac vector dai dién ctia x;, x;7, x;~, khi d6 muyc tiéu huan

luyén mot mini-batch N dinh nghia nhu sau:
Ly = ZLi (3,5)

Vi L; dugc dinh nghia theo cong thiure (3.6) nhu sau:

L= o Z Lisi-1yyoy, -log et (36)
Ny, — 1= Yk ):}":1 lizj-ly 2y, esim(hihyp) /T
Trong do:
e T lamic do can bang gitta miu &m va mau duong,
o sim (hy, hy) 12 sy twong ddng cosine #ﬁiz”

e 1p = 1 khi B dung, nguoc lai 1 = 0,
e N, latong s6 mau trong mini-batch c6 cing nhan y,
e i lachisé cua vi dy trong mini-batch,

ek lachisd cua cac vi du khac trong mini-batch cé cing

nhan véi chi s6 cta vi du i hay x;, = x;',

e jlachis cua céc vi du co chi s6 i trong mini-batch.

Phuong trinh trén, hy chinh vector dai dién cta x;*. Dong
thoi, nghién ctru sit dung nhang do thi dé trich xuét vector dai
dién h = fy(x) = graphEmbed(x) sau d6 huin luyén mé hinh
str dung muc tiéu hoc twong phan (phuong trinh 3.6).

Ham mat mat Entropy chéo (Cross-Entropy Loss)
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Véi mot bai toan phan loai, ham mat mat Entropy chéo thé

hién qua cong thurc (3.7):

1% 37
Lee = N kzlyi-iﬂg (o(h)) + (1 — y).log(1 — o(hy) @7

Trong do,
e h; lavector biéu dién cua x;,
e o(x) la ham sigmoid.

Ham mat mét Entropy chéo hoat dong hiéu qua trong tbi uu

héa cac md hinh phan loai nho cac dic diém sau:

e Nhéan manh vao sai s6 16n: M6 hinh du doan xac suét
cho nhan dting gan 0, ham mat mat 16n khuyén khich mo
hinh diéu chinh manh dé cai thién.

e Thuong két hop voi ham Softmax, con ham mat mét
Entropy chéo tan dung truc tiép dau ra Softmax dé tinh

todn mirc do sai léch.

Thuat toan 3.3. Ham mit mat Entropy chéo (Cross-Entropy)
Input: Representation Model - RM
Balanced Dataset - Dy gianced
Output: Cross Entropy Loss
Procedure:
Function crossEntropyLossFunction(RM, Dpgianced):
Lee < 0
fOfo-,li € Dpatanced do:
h; <« RM.encode(x;)
y; <« RM.predict(h;)
Li < yi.log(o(h)) + (1 = y;).log(1 = o(hy))
Lce < Lce + Li
end
Lee < —Lee/N




return L.,
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Thir nghiém va danh gia mé hinh dé xuat
Két qua thuc nghiém kich ban 1 véi dé xudt DrCSE
Bang 3.2. Két qua thuc nghiém mé hinh DrCSE

a

0.1

0.2

0.3

Acc Pre Rec

F1

Acc

Pre | Rec

F1

Acc | Pre

Rec

F1

0.05|85.96 |36.41 |63.35

46.24

85.89

36.75(62.21

46.20

85.39(37.6

2(60.30

46.33

0.1

87.72 | 39.35 | 69.07

50.14

87.34

37.81(66.33

48.16

86.72(38.5

7(63.24

4791

0.2

86.16 [40.08 (66.72

50.01

85.92

36.75|64.11

46.72

85.03|36.4

1/62.01

45.88

Két qua thuc nghiém kich ban 2

Bang 3.3 dudi day trinh bay cac két qua cua cac mo hinh

dugc dé xuat trong ARQ1, ARQ2 va ARQ3 thugc kich ban 2.

Bang 3.3. Két qua thuec nghiém kich ban 2

RQ | ARQ Huéng tiép can Acc Pre Rec F1
ARQ1 | SMOTE va Contrastive Loss 87.72 | 39.35 | 69.07 | 50.14
BDC va Triplet Loss 87.23 | 3451 | 66.47 | 45.43
Rt ARQ2 BDC va MLP 86.89 | 31.12 | 46.55 | 37.30
BDC va RF 85.25 | 29.34 | 47.09 | 36.15
RQ2 | ARQ3 | SMOTE + Triplet Loss 86.94 | 34.03 | 64.24 | 44.49

Dua trén két qua thuc nghiém tai bang 3.3, thé hién vai trd
khi sir dung BDC, phuong phép hoc twong phan cho két qua tot

Két qua thuc nghiém kich ban 3: So sanh DrCSE véi cac

hwéng tiép can khac trén cung b dir liéu Verum
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Bang 3.4. Két qua thuc nghiém kich ban 3

Huwdng tiép can Accuracy Precision Recal F1-score
Mo hinh dé xuat DrCSE 87.72 39.35 69.07 50.14
M6 hinh dé xuat GRB 87.58 39.42 67.07 49.65
REVEAL 86.94 34.03 64.24 44.49
Russell 90.98 24.63 10.91 15.24
VulDeePecker 89.05 17.68 13.87 15.7
SySeVR 84.22 24.46 40.11 30.25
Devign 88.41 34.61 26.67 29.87

Két qua thuc nghiém 4: So sanh DrCSE véi cac huéng
tiép can khéac trén cung b dir liéu FFmpeg+Qemu
Bang 3.5. Két qud thuc nghiém kich ban 4

Huwéng tiép can Accuracy Precision Recal F1-score
Mo hinh dé xuat DrCSE 64.37 58.19 76.29 66.02
M0 hinh dé xuat GRB 87.58 39.42 67.07 49.65
Russell 58.13 54.04 39.50 45.62
VulDeePecker 53.58 47.36 28.70 35.20
SySeVR 52.52 48.34 65.96 56.03
Devign 58.57 53.60 62.73 57.18
REVEAL 62.51 56.85 74.61 64.42

Két luan chwong 3

Chuong 3 trinh bay mé hinh DrCSE nham nang cao hiéu qua
phan loai 15 hdng ma ngudn C/C++, véi co s khoa hoc 18 rang
va két qua thyc nghiém tich cuc. Luan an ciing phan tich quy
trinh hoat dong ciia mé hinh va danh gia hiéu qua qua nhiéu kich
ban, ddng thoi huéng dan hra chon tham sé phu hop.
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KET LUAN

Phat hién 16 héng ma ngudn 1a van d& cap thiét. Luan an dé
xuit mé hinh cai tién trich xuat dic trung ma ngudn duya trén xir
ly ngdn ngit ty nhién va mang do thi hoc sau, tich hop k¥ thuat
BDC va hoc twong phan dé nang cao hiéu qua phan loai.

Hai dong gop chinh cua luan an bao gom:

Ther nhat: Luén an dé xuat mé hinh phat hién 15 héng méi
dwa trén hai nhiém vu chinh: (i) trich xuit dac trung ma ngudn
bang céch két hop RoBERTa va GCN trén CPG; (ii) 4p dung k¥
thuat sinh dit liéu. Bugc chiing minh tai [CT1, CT2, CT4].

Thit hai: Dé xuat phuong phap nang cao do chinh xac phat
hién 15 hong bang cach két hop GGNN dé trich xuét dic trung va
hoc twong phan dé cai thién biéu dién. Két qua thuc nghiém cho
d6 chinh xé&c cao, c6 gia tri thyc tién. Minh chting tai [CT3, CT5].

Trong twong lai, mot s6 phuwong phap, k¥ thuat méi c6 thé
&p dung dé cai thién cac mé hinh dé xuat trong luan an bao gom:
(i) phuong phap tong hop va trich xuat thudc tinh méi, nhu sir
dung hoc ting cuong trong viéc trich xuat duge cac dic trung
trén cac b dir liéu chua dugc gan nhan,...(ii) ap dung cac moé
hinh ngn ngit 16n dé tong hop va trich xuét dic trung ma ngudn
thay vi sir dung k§ thuét nhing do thi nhu hién tai.
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